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4.1 EfB R

41 % (t¥
i iT £ p 2 CentOS(Version 5.8-i386) 7 Linux 7% k 3 i ,pa B o

4.1.1 rxz Apache £.F % % » ¥ 43§ Apache % TAHE S
Apache 2.4 Web = fR F - # £ ¢ Apache ‘e & #r3% - ehWeb 0 /R E i
TR T A £ PRl PR E A 48 £h Apache I% E1 L

1. sz Apache 7 iFE kst 7age > P HEFT 74 4
ps -ef |grep httpd|
e pF 77 ¥ Apache 2. % JF S o (% 32 0 2T Apache g5 12
lusr/local/apache24/ : ) -

root@localhost:~

E=E HEE S/l SRRD JEE FhE

[root@localhost )% ps —ef|grep httpd =
root 2910 1 0 15:54 7 00:00:08 fusr/local fapache24/bin/httpd

daemon 2911 2910 0 15:54 7 00:00:13 fusr/local fapache24/bin/httpd

daemon 2912 2910 0 15:54 7 00:00:13 fusr/local fapache24/bin/httpd

daemon 2914 2910 0O 15:54 7 00:00:13 Juer/local fapache24/bin/httpd

daemon 24108 2910 0 18:11 7 00:00:01 Juer/local fapache24/bin/httpd

root 24187 5167 0O 18:25 pte/l Q0:00:00 grep httpd

[rootélocalhost 7|7

2. %33 Apache & 24 > VT T 73 4
Vusr/local/apache24/bin/apachectl -
TRl s ] o sk A 5 Apache 2.4.6(UNIX) - (# 3£ : Apache 2 & { %
2% A » SSL 2 3K T4 » ssl.conf ; Apache 2.2 ~ Apache 2.4 "= % >
SSL 23K %% % httpd-ssl.conf)

o

root@localhost:~

EEED HEEP Rl SRS SRR iy

[root@localhost 7)F fusr/local /apache24/bin/apachectl —v
Server version: Apache/2.4.6 {(Unix)

Server built: Sep 20 2013 17:54:31

[root@localhost 7|7 I

)
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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\find / -name httpd.conf]

root@localhost:~

BEE HEE FRW SREO SRR By

[rootélocalhost 7|7 find / —name httpd.conf
Jroot/httpd—2.4.6/docsfcont /httpd . conf
Jusr/local fapache24/conf foriginal /httpd. conf
Jfusrflocal fapache24/conf /httpd. conf
[root@localhost 77

4. #: 3Rl Ee2 P E(SSL_Certs) » T T T A4 4
Imkdir SSL_Certs|
R - 3G AR L P S EP REBE IR o (B
& 7 48 s 2t T 2 Jusr/local/apache24/SSL_Certs i &)

A

|

root@localhost:/usr/localfapachez24

ERE HEE Bl S0 oREE i

[root@localhost ~]F cd fusr/flocal fapache24/ E
[root@localhost apache24]F 1s

hin build cgi-bhin conf error htdocs icons include logs man manual modules
[root@localhost apache24]F mkdir SS5L_Certs

[root@localhost apache24]F 1s

hin cgi—bin error icons logs manual SS5L_Certs

build conf htdocs include man modules

[ root@local host apache24]# I

4.1.2 % % OpenSSL # %8

Apache 7 #7: OpenSSL #i# k 2 W £ 4% 7 A 77 7ldg £ R PIRE L
15 F L 4% OpenSSL > v 4157 745 £

yum install mod_ssl openss||
1. F ®MREIL 73 L3 OpenSSL-Linux #-T B A74% » :7OpenSSL
g =15 ¢ B L AT P - H & Complete! - -

)
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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[ root@localhost:~ =

ERE #EE Brl SRS REE XEhh

[rooL@lccalhcsL T]= yum install mod_ssl openssl
Loaded plugins: fastestmirror, security
Loading mirror speeds from cached hostfile
* base: ftp.cs.pu.edu.tw
* extras: ftp.cs.pu.edu.tw
* updates: ftp.cs.pu.edu.tw
Setting up Install Frocess
Package openssl—0.9.8e-26.e15_9.1.1686 already installed and latest version
Resolving Dependencies
—>= Running transaction check
——= Package mod_ss1.i386 1:2.2.3-82.el5.centos set to be updated
—=> Processing Dependency: libdistcache.so.l for package: mod_ssl
—=> Processing Dependency: libnal.so.l for package: mod_ssl
—=> Running transaction check
——=> Package distcache.i388 0:1.4.5-14.1 set to be updated
—=> Finished Dependency Resolution L

[+]

Dependencies Resolved

Fackage Arch Version Repozitaory Size

Installing:

mod_ssl i 386 1:2.2.3-82.el5.centos updates a7 k
Installing for dependencies:

distcache 1386 1.4.5-14.1 baze 119 k

Transaction Summary

(4]

[ root@localhost:~ -olx

HEER FEEE Brl) &S0 SRE Fhh
distcache i386 1.4.5-14.1 base 119 k =

Transaction Summary

‘ackage(s)
ackage(s)

Install 2 F
Uperade 0 F
Total download size: 215 k

Is this ok [v/N]: v

Downloading Packages:

{1/2): mod_ss1-2.2.3-52.e15.centos. i386.rpm | a7 kR 0000
{2/2): distcache—1.4.5-14.1.i3586.rpm | 119 kB Q000

Total 417 kBfs | 2153 kR 00200
Running rpm_check_debug Il
Running Transaction Test
Finished Transaglion.d
Tc Ton Test Succeeded
Running Transaction
Installing : distcache 1/2
Installing : mod_ssl 2/2

Installed:
mod_ssl1.1386 1:2.2,3-82.eld.centos

Dependency Installed:
distcache.i386 0:1.4.5-14.1 |

Complete! -

AER G AR RRRELPT IS
ERH @A .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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2. FRIREFILPC G BATE KD OpenSSL > iRl package B RTix
A~ » ¥ ¢ & Nothing to do -

[ rootélocal host ”:= yum install mod_ssl openssl
Loaded plugins: fastestmirror, security
Loading mirror speeds from cached hostfile

* base: ftp.cs.pu.edu.tw

* extras: ftp.cs.pu.edu.tw

* updates: Ttp.cs.py,edis bt

Setli nstall Frocess

< ackage l:mod_ss1-2.2.3-82.el>.centos.i388 already installed and latest version

Fackage openssl—0.9.8e—26.e15_9.1.1i686 already installed and latest version

[ Nothing to do

R}
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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lopenssl| genrsa -out /usr/local/apache24/SSL_Certs/server.key 2048

(a4 F 8 3053 g BETA- T -OUt T 5 & 4 g Hith e g )

root@localhost:~

e HEE BTl SRS SRR REH

[root@localhost ~)7 openssl genrsa —out fusr/local fapache24/SSL_Certs/server.key 2048 E
Generating RSA private key. 2048 bit long modulus

e is 63537 (0x10001)
[root@localhost )7 I

=& Fdp 4 18 ¢ wlusr/locallapache24/SSL_Certs p & & 2 fh % ¢

# s serverkey ¢72048 =~ £ & RSA 4 % * * T HIEFF £ 4%

root@localhost:/usr/local/fapache24/55L_ Certs

EEE EEE BEnV SRED SRR :ihhh
l————BEG IN RSA PRIVATE KEY————
MTTEpATBAAKC AQEArB2 [s4EP JKPYh+EVU v 1 c JapEx533T1GCD3z 05 [wmNaWia0X
21d9bKCM4c A9 rMl rThmYe N DWZDEG+mi wl mEWTAL16Lc TyZol ToKOSTCny EGOON
1HEMIdPmrAgtoEn] LndVgy J4Z f T ba9EX toUB0UwE0Bhec CR3c DRaphT /T+ubmXi s
mHHz k3L Awi OGWALTCHAS534qwt KWy VaNTYATMXgxFhVwro Lye WIv Q44701 y JVZXmE
AlrcNUh4NpAUowgWaP19Upf9Av / J4BRGbZ PegOE 3z 10RU Ly i3qgbr [LMOO2d0s
Wi ipnSthSFThdOCNT x FEKOVEXCGwEwEGTms Ew 1 DAGAR A TRACBOT LNy fOWr 12 +k
e3T43L2KT1 MaWGHHASK i R ipRz Yd TH+1 THCgK Vetms yr I VATKHVSG /81 NOpC3pnlh
wanDSNoo8WTTpfoi R3/4ymCsbwl /3 36MP1 8L Av+y p BRbMd yOkfug+/sN2cEPTYh
9/R1S7YILeg IKnn@bCUGq fOk/FeT10dreqti 04951 e MF+xQ2XP9 [5Hi q3vxLB4CTC
Kaevz VLEXtQKSo9Sv2ZuFFreqgmgNBHKBIUDaT Imi FoR jc Cdvvaldz 1 TLIggOWWT gkk
xpxpF1Ei vhShYPEVZDG2VDemVutz SvOPYyWLHT re HrXYeci r33VowRFA 379novvaV
C+1bwRECEYEAZ+hJEUCzz ++i xW 0z auxduglqEPG2N+d TUSRhKEGCEmwdqul 230k
iWtMmGpAZ /KR 1Edf+Xi REGT 2698 r)Ez rEBqty851 ImFgnan,/+AeGx+vinDpZ 13F
JEFRORIwT /61 53HARgGYBSDaN ] 3doMdSCEoxz MAQLLS /Gdemswl31 BkCg YEAYFOy
uS1MIHHxaNFc ERUShu+WT jurkl wleVLT45h3 TFoLSkSQUST+5g7 1 h/E0j6HpLefh
T+R1WBL4 A JGERWNEH I Py vewlDXVRT /2 pgz vdeMFCkrpCz Zc [ COwWFRWZL jRW Tcg e
s1FBEz PCd2/40qUy Ve POvgd At5Ri VpskugCarvsCe YEAL /SXtycakWBTtegf 5Kz N
SMTAXv Tuz210c18ng2oD7dMrSVHEDT 2kWbmkhbNTFSF153M,91 x7s YDeg PDwhpMednP
VHPSuT75Tonc6MaeyEaGi aNAGF IMEMaBZ YyCVQDnKe xJ2qXCOT JThrrDie58sRoYDi
R/yigWik+ctHpJ2XHVNyhYkCeYEAKYnASmZ g+aBKboz Ei UFVRYJ6641 ER3zV /2 Kb
GyzvDtrImgzaTaEz wk+1 AZ3Dgek960Wmh A4u3x TOOWMMEEvLFTNwz fEe TLhFPUDC x
tEPD15bpuJET04LdPz 3Rh4m3D0AAZm I VL CD5+q 1602 +Fi 33LVKRC A1 phgvTJuYby
Ay AkcEkCeYAEBLETY AWt ZDaXugk f+nGFX2c+snTicovqNkquaXxZ671 WFXI0i6n
U1 xrwiniqdOuVANTZAXMeNYexXTeDNJdCyKPACSt35Nvag tRE3YEL i hBE+Hul W5t
MeZ2rVUfz SNz FIkNTxeR1 hYhNbOSDy41oFabUNI gwzYvila lyLhwl{==
————— END' RSA PRIVATE KEY———
"server.key” 27L. 1679C

Y4

=l Y N 27 22 q .
AEA G ERRERRERFF LD
ERH PR

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.3 & 2 TIB#EF T (CSR)
431 7T 544

openssl req -new -key /usr/local/apache24/SSL_Certs/server.key -out |

Jusr/local/apache24/SSL_Certs/server.cst|

(p & F 9 S0 5F ik § RELA- T key “Tdg PR T L 4.2 §0fA 2 b

EHFETE > out i A4 ICSR FtixE)

root@localhost:~

HEP HEE BR\ SRE0 oREE Fih

[rootalocathost ~]% openssi req —new —key fusr/local/apache24/SSL_Certs/server.key —out[+]
Jusr/local fapache24/SSL Certs/server.csr

You are about to be asked to enter information that will be incorporated
into vour certificate request.

What vou are about to enter is what iz called a Distinguished Name or a DN.
There are gquite a few fields but you can leave some blank

For some fields there wj ]

[f you entgp=—r"" the field will be left hl&n'.

funtry Name (2 letter code) [GB]:TW

State or Province Name (full name) [Berkshire]:TAIWAN
Locality Name (eg. city) [Newbury]:TAIPEI
Organization Name {eg, company) [My Company Ltd]:TWCA
Organizational Unit Name (eg., section) [ ]:SYSTEM
Common Name {(eg. your name or your server's hostname) [ ]:www.twca.com.tw
Email Address []:

Please enter the following "extra’ attributes
to be sent with vour certificate request
A challenge password [ ]:

An optional company name []:
d@localhost ~]F

P& T\ﬁ%])‘ BFEMNF AP AT
2 8 R (e TW) 25
Country Name (2 letter code) (GB): TW|

B ﬁ%] » W[ w] (e TAIWAN) » 2 3
|State or Province Name (full name) ( Berkshire ) : TAIWAN

S o B (e TAIPED) 0
Locality Name (eg, city) (Newbury ) : TAIPE]

B~ 23 LA (4o TWCA) » 231
Organization Name (eg, company) (My Company Ltd ) : TWCA

)

ATHLLERRRRELRFG A
ERH BN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

L2 MA ARG HT o P ABBARY ATHE A AHE FUAERS

¥9F




SSL 7 PR B #c .15 2% Apache2. 2 PP B (v L p
B ﬁi%l »H = (40 IT ~ SYSTEM) » w2 50
|Organizationa| Unit Name (eg, section) [ ]: SYSTEM\

;ﬁ—ﬁ%l » e b (30 wwwtwea.com.tw) 5
|Common Name (eg, your name or your server’s hostname) ( ] : www.twca.com.tw

€?‘ﬁ?]”“' # 4 B Email> 7 % 2
|Emai| Address [ ):

B R R AT G EBER TR 8 Enter T F

Please enter the following ‘extra’

to be sent with your certificaterequest
A challenge password ( ]

An optional company name [ ]:

EEE HEE BTV SRR nEE By

wZ TWVNURUO:GDAN
yS0d2NRLmNVbS50dz CCAS IwDAYIKeZ [hve NAQEBRQADg g EPADCE
AQoCggERAKwd i LOBDdy j2 [fvEVHT 35X NgRed+5Rgg080EL MT jaF SENFOpXfilyg
JOHAPYqz Ja047mijYwl tg3xvpos JZhFk3S5e i 308malefC jukwpSh0j JITPDCKT
SqukraBJ955yVasieGX322vRETaFPNEMEPA AY X Ake X Awlq YU /+/rg51 4r ThxS50S
wM I jhluCOwh+EueksLS1r 1 TWAOZ FAMRY Ve K6 Nenl § h2E00GANC 1 VWVSvACKSDV ]
eDalFKMET uTOEVEY QL /4+AURR2 T3oNB 189dEVLE j.jo96066yCz EDtnd LUF1 k167
JLYeTO4XdA je8T/C 41 VwhsCsChkSrBMCAWEAA AAMADGC SqGS 1 b3DUEBBAUAAL B
AQACOMz SLESV2G jm/RIE NUANKGOEz £ Yei s3tr1 PBdaZrCBxz 1008Kvni0 j530g
04GS0y ILEFVkawkbPowi 1EqCGTqdSDAmpmhaFQue0eted I jk2 Vv ANIDjvSHE/RE
gu/kf /2 hBSxVq T TSpgFO0g,/C 1w IENpXw INTy40RNOKN+Z000G3AbFi u2k TuRDi TB
3d2Vy 124 g VE3e D bCENvn ] rYvExXPVEK29Z NSNKwuEO VA JevZ /meF 1y I pVil+
1SumNNdPLEby0AQTz S8+1 yfmeh21 LHLrEnEZZXHii BnSINSU vV TSpreVAAPEQL S
yPudaRbOhT jFkoNwIrBBIPVS

————— END CERTIFICATE REQUEST——

)

AFRL L BERRERGT NP R MA A EE G T 0 P ABREAR T AFH A AGE s FEUAEE S
ERH BN o
The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.4.1 i £ TWCA 4 =:(1)

,

@8I A7 FF http//www.twca.com.tw

BREL 1 S RIA[BEY R S e r]o

{~ THCA - SEERID - FERTABHE I - BESSLED - TEEEW - 2 AP - Windows Internet Explorer
2 8 (55X Mo TGE

G

€] httpediuwy twea.com /P ortslportal aipx

BRE REE BWRO ZHSEW IAD HA® xgmme K 8|0 8| &L RAQAD

T BRRE | @ TWCA - SEAKTE - SXETERRIEN 0 N B D - WEE- RRE®- TEQ- @-

- o
TWCA
BRBRERE

ERRHER SX2TTLHNEHME
MHRTWCA EBFHR EmET TRPN [ 13-4 |
MRS | SSUBRESEE | SRMEDISE | BRENSENEUAREE | HERORREE | B LRNAR
B EFEDHER [ 1ore ] BPIMRSE D ERBEHRERRE

[ 2011/06/20
2011507 A 14 BEWMEAT 2N E — weo 2.0 tH§
BN HBERER . o

\ el AT R ERiRR T

D &ahiBER
€ BFEH| PRETH AN E
FRE|BHFERS | BRET &

[ 2011/03/15 S
20118 0<F 14 BEIMEAZ 2 U & — BHAEDD Ena
RABHEIRE— owase . more —_— O SEHEER
RHEAS ssUBBRINER SSUTIRENEE | BT TR
N =
EHTE
[ 2011/05/06 P D EREEATS
ALEE TR 100F 5 F 1 SRR mor= — e | ARAETRERANS | 55N EAERA R A L AR | SRR
ERHHFERE e ——
EREESEE
Certification

Authorities

150 27001 : 2005
1589116

AT RIEE 855% 1012 (o < 42) BER Copyright © 2008. TAWAN-CA. Inc. Al Right Reserved.
N1
/A R]EE5E:02-23708886 {$15.:02-23700728 S 45 :02-23700837 o 2

= @ FEE - R100% -

Y4
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ERHB AR o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

EN


http://www.twca.com.tw/

SSL 7 PR B #c .15 2% Apache2. 2 PP B (v L p
4.4.2 i3 £ TWCA #:1(2)

L% [SSL #R B & -

@\—3' é twea.com tw/Fortalfseric ; v (=] [49] [ [@L: b || o~
#BEE KREE ®BRAO FERFQW IHD HED xeuma X H E 06 & RAD
i BRORE E TWCA - EBERITIR
[

"TWCA

ERRERE

v B s - BER- REHO- IEQ- @-

EIEE |English | e 2

EELETLHMERE

METWCA * mITHR

ABOUT LS NEWS

ERET ! EBREE " TR

PRODUCTS

BEE

DOWNLOAD REFOSITORY

AR | SSLISARSHEE | £REDLEE | SFEMREMENLAEE | M2 CRNREE | 8RO LIRBAR | BER LIRBRARK | FAQ

FRER

I Service

0 AEEBNS D ssLERESR

O &EeDISD D RHEMEHRE G AED
0 MEREREED DERS HEHAS
D BER LSRG Biao

4.4.3 12 3% TWCA % =(3)
8:i% [TWCASSL #f

o

¥4c? 3EVSSL WIREE®E 3 8-E TWCAEV SSL #

(2 THCA - S=EHKZD - Windows Internet Explorer

o

@,,, y o |&] twca.com.w

| (B[4 [ x] [& w J(E2E
BRE #EE BRO FOEREW IBD HE® xemmn X M@ 68| &R D
I BARE | @ Twoh - SEERTE -8
_?WFCA IS | English | #0358
BEuBERE

MRTWCA * mITHR "

AEOUT US NEWS

EZEN" ZTESE T FRAL

FRODUCTS SERVICE

REFOSITORY

R

| Service

TWCA SSLE8 TWCAEV SSLER

)

AFALL A AR R T LR
[Etal

L2 MA A ETGET 0P ABBAR Y AR TR A U ERS
Hpa,8@ % o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.4.4 i3 £ TWCA & :k(4)

2Li% + i@ CSR (WEB) -

/2 TWCA - =B 2D - Windows Internet Explorer

o EB)X]

G v ] hir twea.com tw/Fort - vi R 1*2|| X ‘:’ ive Search ‘}Jv
BRE KEE WRO FOSTQW IBD HEW :x‘i?iﬁ%ﬁ, P Eelgaalm

T BOBE | @ TWCA- BEERTE ‘ -8

oo - BEE- RRES- IE0- @-

e EIEE |English | WisSE &
TWCA
EREBRe
BELIEFLHMEBRE R
‘,,'

BEE

DOWNLOAD REPOSITORY

MBTWCA * BATHE ° EmRmny’ BESE"  THRL

AEOUT US NEWS PRODUCTS

ARMAREGS | SSLISERSIEE | £MEDLEE | EXEHNEMBIAEE | MEARNIER | B8RO LRBAK | BEE LIRBAK | FAQ

R

| Service
[h3FER]
SR i
ERELE HE : FIFTWCA SSLER B8 SR
wERIEE
REAARRTWCA =)
\ D e
= b \:p
; (@ >
o 7
REERIE =g
FREEtnbER

CSR (WEB)

+ EEEEEERAE CSR)
SEreERz NBEREIEFM] EEBBENE coRr)  FMAEFRE12-22708385487850 -
» EEIBREHIE CoRiR
SERCSRLMAIFRISAMERARR (RENREHACetea ) 0 FLUEASCEIFIRERSS (MEF) KRS -
EETEER SR (Nword) Y EREME@IHEA I FaNSIIES BIEsIFT -
HXESZhFE (CSR)
BT B csrigRAIATEEF]
----- BEGIN NEW CERTIFICATE REQUEST-—

MIBJDCBzwIBADBgMQswCQYDVQAQGEWJUVZEPIMAOGATU

ECBMGVEFJVOFOMQ8v

QyDVvaQ|

EwZUQUIXQU4XDIAMB
QNVBfwefEquhYUGIB4DWgbyG

VQOLEwJJVDECMBOGATU

)

AT AR eRRERP T D
EeH AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

L2 MA ARG HT o P ABBARY ATHE A AHE FUAERS

5 13§



SSL P PR % > i8 % Apache2. 2 PIR B it p
4.4.5 pk 1 B A

HETERTES AT BERAEA3FTEEL TEET N 1% 2

Ve

SAFRE Y e N(CSR A EPN B & 7 - BEGIN CERTIFICATE

p
7
|

REQUEST----- S - END CERTIFICATE REQUEST-----) » #-#l it432_ &
@b doh (CSR) P 5 Rb3IY G i d —if 4[] -

(= TWCA - S=ERJE2H - Windows Internet Explorer

oo -
oy

£ hitpdtwwss bica com te/Portliservicelss 13 himl | [#2] [ ] [Live seanh

#HEE REE RO HBAEEw TAD HEW i JWCRM | VPCCRM W Vehoo!SFEETH 2| BEEE £ Trosted

« LB CsR)
SRR NERREFM EEIBSEFRE Cor) - FMRETEERE2-227020286/55 -

« B IEERSESE (CoRE
SEHICSRLMZIFIAFRATARER BRERAE S Certreg.bd) 8 FELARASCHIZITIRERSS (IERFA) REIEHAE -
EETEERAZEERSE (2worD) BT - BREMEEMHEA T TAMERIS S BRI T -

= MDA (CoR)
| LT B ooraRRM S
o
i ~——BEGIN NEW CERTFICATE REQUEST——

MIBJDCEzwIBADBgMQewCQYDVQAQGEW UV ZEPHADGAIU

g ECBMGVEFJWOFOMQSwDQYDVQAAHEWZUQUIXQU£xDJAMB

. gNWBfwefEg,uhUGJ24DWgbyGYGYVQQLEwWIJWVDECMBoGATU
EAxMTbGFiMzAwLNRhaWHNhLmNvbS50dzE cMADGCSqGSIbaD
QEBAQUAADSAMEGCQODYdmRSMVXzUCIzOESwW0ggZRpZ
gifHCa2diLHOgE9SMUmLXNdnaV Qnl4pkgPo1gNviKvOTKRTtac
LnfjmiuUHUHUulihihiluHLUIHUILHAKIGOwO0BAQQFAANBAIG
Sveze=LzMP1c1ybwTE4TB4HEZULIBZhXNgELI0HDSCIHpDXD
duwd01g42VSxCmazPCimkiri TX48Y rSgzy=

——END NEVV CERTIFICATE REQUEST—

/ Dy
BEER © B CoRiEER

S CSRER TR SR EEGBAT TN - LR
EIRIFERE ——BEGIN NEW CERTIFICATE REQUEST— )"~

——END NEW CERTIFICATE REQUEST-— BB «

ST R T SR - AR -

&b G 855% 1088 (i P #:422) BER Copyright @ 2008. TAWAN-CA. Inc. All Right Reserved.

1
B ¢ (022370.6086 1 (02123700728 BHRER T (02123700837 s

H100%

W @ o EEmRaE [ Hh-8 ®-DeRe-gIRw- "
_— . FEREE ~
mRER Emaiti 3 i EREA . et =

FERNES  BEEREE CSR (WEE) BB ERETER ! ;ggi

Y4

AT AR ERRER S D

ERHB AR o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

L2 MA A ETGET 0P ABBAR Y AR TR A U ERS

¥ 141



SSL P PR % > i8 % Apache2. 2 PIR B it p

446 L kil B2 G F G FAREN
FEIET
@’\v | htps /12 twea.com twIC =l ;féi; B[4/ x | o Live search p|-

BRE KREE HRO FHREW IAD HA®

L BABE | @EEaEs - ) BINER 2 REHomdl 2 @

—iRRHE: RBAREARL TR, MhESSUEaRERERIRE
SREE(: SER— BT AR ES A AR 0t
BE: B BARMHEH
i /fuE: Bl BAREITRRTARMER: Taipei]
M/ Bl BAREITRRTARMN /EFEY. FTERRRAN R BRI F): Taiwan]
E3RY: LEE S ISOBBAIER SR ET. BOURS, TWHREE, USHEXE
CSREIMELE (bits)
5Bz %238 (bits)
FRARRBEN

[T T T T T e s

@ ssLEREE | | M- B - e - BE®- ®2EQ- TRO- @ 7
—“—'CA EIEE |English | \wE 2
EREBRE 4
¥ @ % 7ot %
I L
MTWCA * B¥HR " EZZEn” SESE T FHAWN BEE
HIRE[E
oo
5 & 5 L]
| Service
EAENEERRADAEEN, EEFA AR ESSLERESIRE, DEARZE,
R DT PR S B, BERERNER TR
B RECSRAT
BRI e TRICSRAT
REHFAMTWCA SSLES

www.twca.com.ti
SYSTEM
TWCA
TAIPEI
TAIWAN
W

‘- [Rwew - )

)

REH SRR R T
f_{f\?l_}i‘ﬂ—’l;;\ll'f’* °

L MA RS a T o A AGREART AFH A AP

T TE

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

—_

% 15 F



SSL i PR % #c =& % Apache2. 2 IR B4k it £ p
447 F Bme A AAFH

EFAE LN TESE N R G2 RIRBEBMETRE Gy

(55 TR i ib e 20 R LF SRR G AR -

FEL AR B EER

a1 Bk R AR D

ST EBA TR PRI eI SR AR - INRTIEEE D -5 || Micosoft I13 v
BRI -

CETTIERS ¢ (R i RS

SAIEREMEN P& —EEERILE P BT RE  RIEERE TR
55 - B RE - BN Hithos AR EERERERIEEETE
i - =0t BN AR BRI R IR - LRI FE RN || RERLIEEE
SETTER - BRLE  EIGIERSICE T A T A -

SFRL TR A EER

FHL A FEE coLE RSB DR AR A EER T & - SBPPRER « b AT LRI S - SRR R
AB

FEEALERRTIREE AIRSEATMER - 0 R ccURRSHEE LA + &0 LB RETREE A DS -

& AR (EIREEAF 2 HIREAERT + MEATHE A R 2 Rl -

SERESREHEL - FLANETEREIRRE AR BLTMEEEEA -

e | |
@ﬁ

| |

it —#RAE

AL
SEEM
IEmIE

m%@%|
RS

ETEF
ek

S TR AR

Fo) BoRaFs iSRRI A ERR TR RS R MERRER -

BEERER - HATEHR BLARREENERRENEEA -

FIEEEGNE ) LEE BARMESAZ BT - FoREENssURREREL I AL EE R TIRNE A AR -
FETERERE A PR A TR — A ERESESEHEE -

=i FL A EREREEHD & Ry iEmEA -

AERGEBRRRELNFUNP R LA AEL G FT 0 A ABBRR T AT A EFE S FHUAEES
[ERIN II;;\: #F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

% 16 F




SSL 7 PR % #c 16 3 Apache2. 2 ® PR B4k 17 £

£ AR

IR -

O

(HEIERS

BB
kil

SHE R TERERE A AR

EHL B RIRRTE IR A S EER -

BPIRE  HATLE BARESHEHEEE -
BREEREER AN LA BEF LT C8TE -

O mEigias A 48R O mEHEE A ER O WELET

L
i
L

ik«
SRR

HERE -

RO
(RS
BT i
i

Eix

AFRLARPEERBERP T AP R LHAE LT R FT A ASEARY ATH A AT FUSEF S
T H ,’44‘11};\2@ oo

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

517 %




SSL # pR B #i =& 3% Apache?2. 2 PIR B (T L p
148 ENBEFCA L RERBR
CSR Bz o fg o iF g\*;}i%ﬁ %‘_%_U)& E‘ﬁ;?»‘agu Emal'*gfr"_%-zzv
;‘:J[i/fh‘%f‘x A(TWCASSL l;’FR%gtl“')ﬁ ’S—[?\xi—l‘r’)’ )§ RN Vs
PWCA&ﬁH%g&'Tﬁo

1EERTH
CARMOEFTIIAREREST - FooRRNERIIMESE - e EErEHFe I THERER -
cafFEm IR —EIIER -

R}

*?%*i%%&aﬁuaﬁﬂ? LI 2MAAETE T A ASEF AR ATH A AT RS R
ERH WA .
The mformation contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.

¥ 18




SSL P PR % > i8 % Apache2. 2 PIR B it p

457 Lo PR HE
1 AR thREp
FriBz2 CSRZ PMBMETHREESHILE » #¢Fi¥ TSSL PR B
BT A T I S ARM T A R F ¢ F i B AR 554 (cert.zip)
%2 TWCASSL # fi s th i 2 % P 23 Blihd & -

Herid G B ARR E A cert.zip fR SR 0 T D = B A w @GN

Rdofe RS T2 RGN 0 P B2 BT B 4T MR

» ‘I
; 'lt

BRE REE WRO

Ot =x-Q ¥

»

BUD) & Civer v Bz

) server.cer—> {3 iR 2 B %
ducacer —> o i 0B %

SArfR RS Pl BIE A, 0 P B R BEY BT WA

» 0

BRE KEE RO o

Qrx-©Q ¥

v & BE

SEXVEX.CEr —> 42 iR 52 B 2R 4%
=fuca_l.cer— & MnEaEl
Exjuca_2.cer— dr g o8 3 49

FABSHARY AT TR EFE  FEUAEES

)

AFRLABPRRDBLFT VP EF 2 A 2EE G FT
ERHB AR o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
¥ 191




ok 5 b

N\

)

SSL 7 PR B #c .15 2% Apache2. 2 PP B (v L p
2 HETEEP

# 2_ mail server % #_»

”

I

;,;._,z;p{;—r ;1“-55}? , —flj* AT A S

45.1 i £ TWCA # =:(1)
WET AP

“
==

A

2
1

b2

G- [

v twea.com.tw/Fort

(> THCA - SERKRID - FEETADHEM - RUSSLED - TERER > BF

BRE REE BRO FRBQW IAD HE®

i BERE | € TWCA - EEBHTE - SRETRERIMN .
BERNBRE

x Tegeme ¥ |

indows Internet Explorer

BB B

o - BER- XRES- IR0 @-

B 0 AR A R

I i“ 15 AR ﬂﬁﬁ: °
. http://www.twca.com.tw > 2:

e

iE

+ e

EEE
B

@38 &P
Bh-8
ERRAEVER SX2BETLHNENH
MBRTWCA BITHR TR
B e e e er
BEEREE . WPIRRSE
[0 2011/06/20 "
20110 BEARERIR - e 20 8 [ :
CEERETWRRES . moe \
DO 2011/03/15
2011047 1- REIEAR 2T — S HANER
{BFAHERIRE— owasP Bl more
RKDE
[0 2011/05/06

AATBEETH 10055 F 1S AMBEARMEHE . more

EEmiR AR O fEHSER
ssUERREEE ssUERREHEE | R HFEBNRR
#HTE
BISRT D ﬁﬂszﬁ:ﬁg N
SRR | :n%ﬁﬁﬂﬁﬂﬁﬁﬁfﬁé&ﬁﬁﬁaglaaﬁﬁ
EEESEE
Certification
Authorities
150 27001 - 2005 ‘
1589116
|
A 1013 © 2008 e
0 00 =) 70 008 !
£l ‘ .
& MR Gy - RI0% -

nglish | FISESE | RERIES-- |~

A

R b AR
ERHB AR o

~
FOFE X

e

Y4

L5 2pMA 2

3-8

BT A EEFSR T ATAL A HAFE

AR
The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.

P2

% 20

—_

3


http://www.twca.com.tw/

SSL P PR % > i8 % Apache2. 2 PIR B it p

4.5.2 @ 3% TWCA #:£(2)
L% [SSL #R B & -

/2 THCA - == FRZD - Windows Internet Explorer

(& A4 i €] twea.com.tw

EBX

(2]

WRE /EE HRO BEHREQW IAD OO xmmEa X H (3 68 & RAUA M@

T BORE | @ Twch - SRERTE
T —

B - #ER- BRRO- IR0 @-

“TWC,

EamERE

EREEFEHMEBHE

MR TWCA * mIHA "

ABOUT LS NEWS

ERET | BESE " TR

PRODUGTS

BEE

DOWNLOAD REFOSITORY

AREAMAN | SSLERSIEE | SRMEDHEE | SRENMHERMBEARAEE | MSABNREE | BRELREAR | BEE LRBAR | FAQ

FhRE(E

| Service

EISH |English | #isEE 2

D AEEBNS D ssLEREBER

0 &SeoieB O RFEMHHEEVHASS

O HEREARS2 DEA HERRE

0 BER LERRE DiFaQ
AFHIEBPRRERFIADTEF2LMAE 25T 0F T AAFRENRY ATHE A AGE > PULERS
ER

Hpa,8@ % o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

521 %



SSL 2 JR % dic =18 % Apache2. 2 @R B4k (v < p

4.5.3 it £ TWCA #::(3)
2::% TWCASSL #

o

o

¥4 3EVSSL WIREE®E » 3f8E TWCAEV SSL #

/2 TWCA - = HE2P - Windows Internet Explorer

@‘;\»‘9 vzi ity twca.com b/ P o] 3 V‘ R |42|| x| A% o 7 L
BEE HEE HAY ZHSFW IO HEO xgmer X H (@ 08| & RAQAD
i BAIBRE | @ Twea - SEERTE ] BB D& #EO- ®2EO- TEO- @-
b CA v SIS | English | HEE5E
BEUMEBRE
* £
/= e
= MRTWCA * B#MR - EREN" SHESE T PR
=0
EREE
I Service
TWCA SSL38 TWCA EV SSLE8

)

AFALL A A RREER N NP R LA AGE R T o AABBRARY AT A AT FEUAESS
[ERE

Hpa,8@ % o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

522 F



SSL P PR % > i8 % Apache2. 2 PIR B it p

4.5.4 33 3 TWCA i :1(4)

/> THCA - =252 - Windows Internet Explorer

@:—\v \g ; twea.com tw/Fort 1l v}i 2|2 % .’," ive Search ‘p 2
BEE HBE HAO HBHEBW IAD HE® xuma K {3 68| & RAU D
i BOBE | @ TWCA- TEERTE ‘ - B = d- #BE0- ®2HQ- TAOQ- @-
“IWCA

ERBBRE

[EIEH |English | {555
E @ ¥ BEEIETE

MiTWCA * BAHR

EmmEN T

NEWS PRODUCTS

EREE -  THPL BEEE

DOWNLOAD REFQSITORY

AR | SSLIGMRSHEE | £MEDDEE | EFEHMEMBLAAEE | MEARKRER | BRELRBRE | BES LRBRK | FAQ

H R

| Service

[hE5R]

HE  FAFTWCA SSLERBHN SR

AERSAR T

e &
>4 ® i
(e =
B
FERKHEH

455 ﬁ%l ~ ¥

~

W ek LA

tlaesk o 4]e B BaY E

B2 b L (Common Name) » 4r
www.twca.com.tw (i3 F, » 3

- X 7 &4 http://s¢ https://) > # »

R R R

/2 TWCA - =252 - Windows Internet Explorer

P T 3 — T

@“,/‘v |&] hitp:i twea.com.tw/ o v R4l x| (A2 Search - ‘»0 %

BEE HEE HRO HOSFW IAD HH® xgmma X f | @ 6| & RAD

Yo BARE | @ TWCA - SEERTR j fh- 6 O & - @AR- ®2EQ- IRO- @-
ERRBRE

94

®
s

EREEFLHMERE

METWCA *  BIHR° EREAT  EREE"  TEOL BEE

DOWNLOAD REFQSITORY

ABRMAS | SSLISIRSEE | £AEDLEE | EFENHEMBMAAES | MEAOAREE | BRELABAR | BEH LIREAR | FAQ

HhkEE

| Service
[E2=]
E i
b= AN
fliceit
RESLATWC

AEA G R B RERERF T LD
i_{fgl_/ti_m—’l;;\:]'f?f °

)

L2 MA ARG HT o P ABBARY ATHE A AHE FUAERS

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

44

% 23 F



SSL 7

PR B #ic 8 % Apache2. 2 PIR Bk (T L p

4.5.6 T 4G AR St
FELB A TR ¢ 5 fp i 10 BE T ol el T B R T AT

|68 |0 B 0B AR 54 cert.zip -

—
"TWCA

HERWEBERE

EELETLHMEBE

EREE ° TR

SERVICE DOLWNLOAD

EmET "

MBS TWCA * \BITHRA

ABOUT US NEWS

BRERT | FEEA | R2HHFEIRE | SSLIERSEE | FERERT | PRINBITIF | HEE

ZREE
Blwww.twea.com.twEsaf PiER, #£3%50H

REPOSITORY

[EI&E | English | BI85

|Service
e E= T —BaN E= T2 s2amE Lo 24 T o EEW
IBEBREIL 1707611566 ¥ 2010-11-01 2013-11-01 < B 53
iy (65c815ae) WWW.EWCA.COM.EW | 3 4:17:46 23:59:59 BB Eae @
il B
" 1707616998 ) | 2011-05-03 2014-05-03 > ey &
REHFMTWCA SSUER (65c823e6) WWW.LWEA.COM-IW| |1 5055 1 47 23:50:50 BROBR Eae @
1707621282 = 2011-10-03 2014-10-31 & 3
(65¢83ba2) WWW.IWCS.COMIW |36:10:47 23:59:59 = o | REEE
7

=B REEXBmEEER?

£ certzip
E #8RY: WinRAR ZIP [BiE{8 * 3.70KB
fit: ssl2 twea.com. tw

O (SN
oy ENEEEEENOEETES RN  BEREETET
| i) ESEECnEl - MR OTCERRR B ERERE

)

R %i,?kﬁ%wvnﬁx}‘ﬁ“’i’é i 2pA AELa T A ABRA
_;E’I

p?!la—’l N #* o

The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.

AT A AR S

0

24

I3




SSL PR B #c =8 % Apache2. 2 PIR B T p
4.6 % T SSL i3t
MEX LAY T X TLSSLBEY SSLH#RLE ¥ " FETHE K )
4.6.1 ¥miE/usr/local/apache24/conf p 4% 0 httpd.conf #§ %
46.1.1 ;“ »~ SSL ficie
#% "mod_sslso, 8 » ¥ H ¢ en
LoadModule ssl_module modules/mod_ssl.so J}ﬁ L drk ;};1 LFwmg #
FEHL MSEAp 4 N IHE LB “ff o

= root@localhost:/usr/local/apache24/conf

wEE REE Bnl SRl oRE Fhd

FLoadModule proxy_module modules/mod proxy.=o

FLoadModule proxy_connect_module modules/mod_proxy_connect.so
FLoadModule proxy_ftp_module modules/mod_proxy_ftp.so
FLoadModule proxy_http_module modules/mod_proxy_http.so
FLoadModule proxy_fegi_module modules/mod_proxy_fcgi.so
FLoadModule proxy_scgi_module modules/mod_proxy_scgi.so
FLoadModule proxy_wstunnel _module modules/mod_proxy_wstunnel.so
FLoadModule proxy_sjp_module modules/mod_proxy_ajp.so
FLoadModule proxy_balancer_module modules/mod_proxy_balancer.so
FlLoadModule proxy_express_module modules/mod proxy_express.so
FLoadModule session_module modules/mod session.so

FLoadModule session_cookie module modules/mod session_cookie.so
FLoadModule session_dbd_module modules/mod_session_dbd.so

—tretTOuLe slotmem_shm_module  mod slotmem_shm. =0
< :Ioad.‘-l-;:udule ssl_module modules/mod_ssl.so
B TaTunarn g na T modules/mod_lbmethod_byrequests.so

FLoadModule 1bmethod_bytraffic_module modules/mod_lbmethod _bytraffic.so
FLoadModule 1bmethod_bybusyness_module modules/mod_lbmethod_bybusyness.so
FLoadModule 1bmethod_heartbeat_module modules/mod_ibmethod_heartbeat.so
LoadModule unixd_module modules/mod_unixd.so

FLoadModule dav_module modules/mod dav.so

= root@localhost:/usr/localfapache24/conf

EEE HEEP Brl SRRSO LR FHhhH

FLoadModule proxy_module modules/mod_proxy.so

FLoadModule proxy_connect_module modules/mod_proxy_connect.so
FLoadModule proxy_ftp_module modules/mod_proxy_ftp.so
FLoadModule proxy_http_module modules/mod_proxy_http.so
FLoadModule proxy_fegi_module modules/mod_proxy_fcgi.so
FLoadModule proxy_scgi_module modules/mod_proxy_scgi.so
FLoadModule proxy_wstunnel _module modules/mod_proxy_wstunnel .so
FLoadModule proxy_sjp_module modules/mod_proxy_ajp.so
FLoadModule proxy_balancer_module modules/mod_proxy_balancer.so
FLoadModule proxy_express_module modules/mod_proxy_express.so
FLoadModule session_module modules/mod_session.so

FLoadModule session_cookie_module modules/mod_session_cookie.so
FLoadModule session_dbd_module modules/mod_session_dbd.so

ZlesadierdrieTITT Tt od_slotmem_shm. so
Ioadﬂodule ssl_module modules/mod_ssl.so
edtiladule dhpethod hyregucctepemtertr modules,/mod_1bmethod_byrequests.so

FLoadModule 1bmethod_bytraffic_module modules/mod_ibmethod bytraffic.so
FLoadModule 1bmethod_bybusyness_module modules/mod_lbmethod _bybusyness.so
FLoadModule 1bmethod_heartbeat_module modules/mod_Ibmethod heartbeat.so
LoadModule unixd_module modules/mod_unixd.so

FLoadModule dav_module modules/mod_dav.so

LoadModule status_module modules/mod_status.so
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4.6.1.2 3¢ » 47 *F 5wk T4, httpd-ssl.conf
#% hitpd-ssl.conf (httpd-ssl.conf 3% 4% E_f § SSL crdp bk =) 7
# ¥ 8 ¢ 1 include conf/extra/httpd-ssl.conf 45 £ » 4o % 4y 4 % 5 #5
B gpHeidn £ B AHT BB L

root@localhost:/usr/localfapachez2d/conr

ERE EREE B SEED RE iy

# Configure mod_proxy_html to understand HTMLA/XHTML1
<[fModule proxy_html_module=

Include conf/extra/proxy—html.conf

</ 1fModulex

% Secure (SSLATLS) coppections

< a!ncl ude conf/extra/httpd-ssl .CGHD

% Note: The following must must be present to support
it starting without S5L on platforms with no fdev/random equivalent
but a statically compiled—in mod_ssl.

<[ fModule s=sl_module=
S5LRandomSeed startup builtin
S5LRandomSeed connect builtin
=/ 1fModul e

root@localhost:/usr/localfapache2d/conf

#EREP HEE BRW SRS nEE HEE

# Configure mod_proxy_html to understand HTML4/XHTML1
<[fModule proxy_html_module=

Include conf/extra/proxy—html.conf

</ IfModule=

=% Secure (SSLATLS) copnections

< “nclude conffextra/httpd-ssl .c@

7 Note: The following must must he present to support
i starting without SSL on platforms with no fdev/random eguivalent
ki but a statically compiled—in mod_ssl.

<[fModule s=sl_module=
SSLRandomSeed startup builtin
SS5LRandomSeed connect builtin
</ IfModule>

FEiu® httpd.conf p F it/ 8k ISR GRS o

Y4
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ERHB AR o
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SSL 77 % #c 126 7 Apache2. 2 7R B 4 (£
4.6.2 #mik/usr/local/apache24/conf/extra p 4+ 7 httpd-ssl.conf 4% %
4621 Fc* SSL # i
##& TSSLEngine ; 3 ¢ » #4538 ¢ chip £ SSLENgine on/ off -
SSLEngine on # 77 g SSL 3 il » 4e% 7 f£ % SSL je#-on i< off
TE o ERGR LS on

root@localhost:/usrflocal/apache2d/conf/extra

ERE #HEE Fal SRRSO SEEB KEH

7 General setup for the virtual host
DocumentRoot " fusr/local fapache24//htdocs”
ServerName www.example.com:443

Serveridmin youdexample.com

ErrorlLog " fusr/iocal fapache24//1ogsferror_log"
TransferLog " fusr/local fapache?4//1ogs/access_log"

S5L Engine Switch:
Enable/Dizable 551 for this virtual host.
SLEngine on

Server Certificate:

it Foint S5LCertificateFile at a PEM encoded certificate. If

it the certificate is encrypted. then you will be prompted for a
id pass phrase. Note that & kill —HUP will prompt apain. Keep

4.6.2.2 3% ©_SSL :2 3%
& Tlisten, 38 » 74572 ¢ dy £ Listen 443 » 443 Port &
SSL(https)# it 3% Port » dr% £ %k 2 5 2 Port £ Beck 20 F
Al— 3K 25 443 ¥ o

root@localhost:/usr/local/apache2d/conf/extra

EEE FEE Bl SRETD oER FEE

When we also provide S5L we have to listen to the
standard HITP port {see above) and to the HITPS port

Note: Configurations that use [Fv6 but not IPvd-mapped addresses need two
Listen directives: "Listen [::]:443" and "Listen 0.0.0.0:443"

<:::: !ichn 443 >

7= 53l Global Context

Tz A1l SSE o copfiguratiop ip this coptext spplies both to

Y4

AER G AR RRRELPT IS
ERH PR

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL P PR % > i8 % Apache2. 2 PIR B it p
7% KEE
4.7.1 Apache &% % SSL B #PF § & * I = fifh %
® 4238 AW SSL FIRE £4 "serverkey |
318 iR PR B IG A [ server.cer |
® 453 &3 @av BB EH, Tuca.cer
£ # £ ¥ -2 %% 3 Jusr/local/apache24/SSL_Certs B & (F % P &+

% 40453 SRR AR I B ERT 473 T aX ESSLEBHE -
S OArfR R EE S E T e G AR F A IZQF!E‘E 7|4 3% #-uca_l.cer &2 uca_2.cer
BHENFEE > L HREATIIFEY BEFLT KR Y o

A #-uca_l.cer &2 uca_2.cer 3l - B P &P (FEP &7 p 7 2) Bkt &
FANEHES B GR ST T 4

cat uca 2.cer uca_l.cer > uca.cer|

A FFp At 0 2B BT §ATH - A & 5 ucacer gk o

root@localhost:/usr/local/apache24/55L_Certs

BEE HEER Bnl) HMREO SHEE R

[root@localhost SSL_Certs]7 1s

root.cer server.cer server.csr server.key uca_l.cer uca_Z2.cer
[root@localhost SSL_Certs|? cat uca 2.cer uca_l.cer > uca.cer
[rootélocalhost SSL_Certs]7 1s

root.cer server.cer server.csr server.key uca_l.cer uca_2.cer uca.cer
[ rootélocalhost SSL_Certs|7 I

#* 23 HIERITH uca.cer #%
o PAeT R

nE 7 G| 4e T B AT

ATHEILBERAERP AP RFLMA LT G FT > FABFARY ATH T AP UL ERS
ERH BN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL P PR % > i8 % Apache2. 2 PIR B it p
|' [ root@localhost:/usr/local/apache2d4/55L Certs
HWEE FmEE B SR ARE kihh
I————BEGI.\' CERT 1 ELCAHE
MITFHz s ow | Big TQdMGHU/ TutOo 33 Y0 tax 2R jANBe kg hki GOwOBAQUFADBY
wCQYDVRGEW I TRTEUMBIGATUEChMLOWEKVHT 1c3QgQU T x T 3AkBgNVBAs THUFK
ZFRydXNOTEV4dGVybmFs IFRUUCBOZXRSbETrdS TwIAYDVERIDEx1 BZGRUc nVz dCBF
eHR1cmdhbCRDOSESH2ZI0MBAXDTEy MDc xNT AwMDAWMFoXDT TwMDUz MDEwNDgz OFow
dDELMAKGAIUEBRMCVFc xFz AVEgNVEAc TDI RESVA BT 1 DOSEI Tk MuMR4wHAYDVEAL
ExVIUOwgU2V3dXJpdHkgU2Vydml JZXMxLDAqBgNVEAMT T IRXQOEg U2V 3dX.J1 TENI
cnRpZml JYXRpb24g(XV0aGiyvaXRIMT B JANBgkqhki GOwOBAQEF AADCAQEAMT IB
LnVzEZXJ0cnVzdCo b20vOWRkVHI 1c 3RFeHR1 cmahbEKBUmEvdCA je mwwe bMGCCeG
AQUFBWEBBIGmMIGIMDEGCCsGAQUFE: ACh jNodHRwH BvY3T0Ln Ve ZXJ0cnVedCa 3 uca 2.cer
b20vOWRkVHI 1c3RFeHR1 c mahbEXBUmS vd CowN2MwY TEwYBBQUHMAKGLWhOdHAS —
Ly8 jcnfudXN1enRyd XNOLmNvbhSSBLGRUcnVzdFVUTI KHQOKELmNyd DAL BegrBe EF
QewAYYZaHROc DovL29,jc 3Aud XNl cnRyd XNOLmNv b TANBg kghki GOwOBAQUFAAOCa
AQEA0ZQePoyG1QrMh&FhOkOxsmHynB5YXAaShZ1 E9TRaRT w/ Y1 uhUTOT 1MULwxwl.
DE+TY+aAYPuvXinQVPz 4 ICMLTO2XAxDmSXhCU26BE jz dWRc PhgRaxNt246+15rTi
sIKs3AU0eZpE/GAsFOSTSnKof9mEht /UhGe0X Iz wAF IXNEgH4r 1Bdz g4s TRNLEO
RSLISKi xE9ol2Th/ /Npi whFdoz EgDYNBuYqhE /04T Te jtdVVPz UGsMs Xz NEANVTS
wRSSHIES ThewlenOgd fwuxQI9vs Yehi Ta/BICp+xrC2+qGeln/P1 383RdvCPYv rG6
2km3 U2z Axg okt Koo PRDX(==
————— END CERTIFICATE———

_____ BE TCAlE—— \
. ez CCAZ0g AwIBAg TQf tGpq 77 3b0bNa04 pNIBWSz ANBgkqhki GOwOBAQUFADCE ~

kz ELMAKGATUEBRMCVVMxCz AJBgNVBAg TAT1 VUMRc wEQYDVAQHEWS TYWxO [ExhaZlg
G210eTEeMBwGAIUEChMVVGhT IFVIRVIUUL VIVCBOZXRAbA T r MSEwHwWYDVQILExho
dHRwOi 8vd3d3LnVzZXI0cnVadCo b20xGz AZBgNVEBAMTEL VUT At IERBVEFDBE Jw
[FNHOz AeFwOS0TAZY 30x0DUBM jFaFwlx0TAZM 30x0TAZMz BaMGExCz ATBg NVBAYT
ALNFMROWEg YDVGOKEwt BZGRUc n Ve dCBBQ I EmMCQGA T UECx MAQWREVHT 1 3G RXRO
ZXTuVWwg VFRQIES1dHdvemsx 1, jAgBg NVBAMTGUFKZFRydXNO TEV4dGVybmFs [ENE
[FIvb3QwggEi MAOGCSqGS Ib3DAERAQUAAL |BDwAwgg EK Ao [BAQCE9 w0z Sv IABCOS

\ i

uca_l.cer

—

—_—— ——————

Y4

AER G AR RRRELPT IS
ERH @A .

The information contained herein is the exclusive property of TWCA and shall not be distributed,
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L2 MA A ETGET 0P ABBAR Y AR TR A U ERS

291



SSL @ JR % #c i /6 3% Apache?. 2 )R E 4k 7L p
4.7.3 Yaik/usr/local/apache24/conf/extra p 4 - httpd-ssl.conf 4 &
4731 % XLPREEGE
3% [SSLCertificateFile ; % # » ¥ 43714 ¥ SSLCertificateFile
WA PR LSS FIREEE SRR R i 471 S 4h
HAHISR R BEDSHT T s Ak o

root@localhost:/usr/local/apache2d/conf/extra

ﬁ%@ FEE BTl AEED SEE R

Server Certificate:
%  Point 35LCertificateFile at a FEM encoded certificate. If
the certificate iz encrypted, then vou will be prompted for a
pass phrase. Note that a kill —HUF will prompt again. Keep
fid in mind that if you have both an RSA and a DSA certificate vyou
can configure both in parallel {to also allow the use of DSA
7 ciphers, etc.)
ki Some ECC cipher suites (http://fwww.ietf.org/ric/ricd492. txt)
ki require an ECC certificate which can also be configured in

E5lCertificateFile " fusr/local fapache24/SSL_Certs/server.cen
S5l r Tt e HapachedlLicomirrrror—0ss. crt”
#55LCertificateFile Hus*ﬁlocalfépache34fﬁconfﬁse“\e“—ecc crt”

4.7.3.2 % % SSL PIRE 4 4
#% T SSLCertificateKeyFile ;| 5 8 > #3557/ H ¢
SSLCertificateKeyFile 3% > ¢t 3% T_E_SSL # PR B & 415 3o = RS
FRATL R SRE 3 RBER T RAT T 17y edzk o

root@localhost:/usr/local/apache2d4/conf/extra

HREE HEE HRRW SRED SEE FEE

Server Private Key:

If the key is not combined with the certificate. use this

directive to point at the key file. Keep in mind that if

F  you ve both a RSA and a DSA private key vou can configure
both in parallel {to also allow the use of DSA ciphers. etc.)
L ey T T 0SC, Can also DE CONTIporer—rr—sasallc

SlCertificatekeyFile "fusr/local /apache24/55L_Certs/server.key’

FSSLT T T bbb e M el fapac ho 0l e =TT key "

#55LCertificatekeyFile "fusr/local fapache2d//conf/server—ecc. key"

Server Certificate Chain:

7 Point SSLCertificateChainFile at a file containing the
= st oot i o £ DO oo Ll coti fic oo ki o1 Foom o

“.‘J

ATOR LB RRRENFG D
ERH PR

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL # PR % #c & 3% Apache2. 2 WIR B 7+ p

4733 % %7 weHE
#% T SSLCertificateChainFile ; 3 & » 73| # ¥ 1

root@localhost:/usr/local/fapache24/conf/extra

ExEE HEE Bl ERtED oREE Ry

7  Server Certificate Chain:

7  Point SS5LCertificateChainFile at a file containing the

7 concatenation of PEM encoded CA certificates which form the
7 certificate chain for the server certificate. Alternatively
id the referenced file can be the same as SSLCertificateFile

id when the CA certificates are directly appended to the server

= Ll =TT ONVE L C L .
SlCertificateChainFile ",-fusr',-'rlocalf&pachci-l,-"SS[._Cc@

% = Fhttpd-ssl.conf ; p F R 28 GMHE > TR 2QFEL L -

“.‘J

NiEIi T
_{ﬂ_}ti‘la—’l N #* o

reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL P PR % > i8 % Apache2. 2 PIR B it p

4.7.4 ¢ 37fx#» Apache JRi%

itk 2 A T e~ 4.8 & 0 B SSL A o

root@localhost:~

EEE HEE R SRED oRE X

[root@localhost ~]F fusr/local fapache24/bin/apachect] restart
[ rootélocalhost ~]F

)

AER G AR RRRELPT IS
ERH PR

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL P PR B #c > & 3% Apache?. 2 PR B it p
4.8 %78 SSL 7 &

48.1 M 8%%E

Apache € #7fcds = = {6 B Fcf| 0 % € #8453 ~ 4% https://localhost -

LLB‘;"—,AJI %g ’il—\_L_'#m’ —I;‘]l?aFE—FG$\ b'?&#_;_h_z Tj

(2= localhost) > 3BEE T840 g b(3 23R), TF o

/2 Epease- N HHE - Windows Internet Explozer

Bk
Ge : ¥4l | 2]
BREE HHE BRAD FOREW IAD FHO
& | @pamn amome [ &- & - LEEE - IR0 7

(} =S BRAMNE -

5 E BRI

< | >
FEAE & R #100% -

4% B30 F IR It Works! F #% % & Apache @ & ¥ PR7%> ¥ SSL # it © k&

ﬂ; hitps:/flocalhostf - Windows Internet Explorer

EX

(<12

v | #s

Bk
#BED RHRE #RO FERELW IBD HAD
T o [@hupsmccauww ]_I - o= v [ EEE - FTREQ -
It works!

SR &) iRPIERERS 0% -

*FH G :?;13? kﬁ%‘pupﬂ.g}tx}’\“ﬁ LA

i_{f\?‘—,ﬂ,wl‘ Cig* oo

)

BF2MAE LT RET A AEFARY AT A AT FRAHE S

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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https://localhost/

SSL 2 JR % dic =18 % Apache2. 2 @R B4k (v < p

AT ERF RN RA N TE > BE TR

ﬂ; hitpz:fflocalhostf - Windows Internet Explorer |:| |E| El

@;‘/ + |2 hitps:#ocalhost V|@iE§§E§£ 3| K | | 2|~
wwEb REEE WR0 REEELW IAO S
W I{éhﬂps:fﬂocaﬂm‘h’ ]_} - B @ [eEER - GIRO-

It works! -E®

2N

RIEED

MR FHRIFEE..
iR At 0
RESE)

FIEND...
HEFUERQD. .
EHERAR

FEHE Microsoft Office Excel(E)

#REF BRI -

SR NMET o AERET LT 4 BERET RLEET

i @ 9z

| sEERtEE: HyperText {EaE R R R EHT IR

bRl HTML Document

SEiR: :f_L’i 1.0+ RC4 52 128 fuSTHNE (&); RSA 5 2048 {5
B

Ak https:#localhost!

(URL)

Falu: 44 5T

 @irEEE: 20116023

| jeRrEER: 201146023
' i (03]

[ mE | Eug |

)

ATRLLRRRRELFG LD
[ERIN II;;\: #F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

L2 MA ARG HT o P ABBARY ATHE A AHE FUAERS

534 F



SSL # pR B #i =& 3% Apache?2. 2 PIR B (T L p
(6 @ E Y - REnIE AE 1AE &G

AL FAEREH S A E S (BREEE TINTE a5 iz 1EK

R Pk A B R A BT AT BET ELT L)
=2 x|
| e BEME |

R RIED)
) DSER Trut
—P«J TWCA Secre Certification Authorite

J sy oA oo b

A AR e V)

IR AR ():
R fBlEs, 2 g -

A TR

| ®E |
CENET x|

i | stomme BERE |

LEE s )
) USERTrust
—EJ Add Trust External CA Foot
------ J TWCL Secure Certification Anthority

J e tecaLcomm by

AR ()

RS ARAR ().
EEEE=HME -

RN THERRE

| EE |

R}

AT ERERAELNF AT
EeH s o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
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SSL P PR B #c > & 3% Apache?. 2 PR B it p
4.8.2 IR 7E

A Ao 481 Sipk 0 R AR s E Ry

4o https://www.twca.com.tw

(C THCA - SRERZE - TEETHFEEN - HESSLED - TERER > BAFE2 HBRHER - Windows... [2 |[B]K]
o6 - [ A & |[4][x] [so0c 2]~

= | €] httpsithwww twoa com.tw

Q7
BEE KEE BRO ZHSEEQW IBRD HHA®

W @ THCs - SEENTER - SEETERRIEN .

TWCA

ERRBEs

o Hh- -8 ®&-SEE- GIR0-

0 AR

MRESTWCA EHHR EmET

REOUT US NEWS PRODUCTS

ABEAGNL | SSLEMRSIEE | SMEDLFE | BHEHSEMBELAEE | MERGRBESR |

EEII TR

DOWNLORD

KRB ARE
[ 2009/04/09 0O &:HBER

FREMAEHREEABEE MBS ETER :v' & TTIBH | HERSRIT|
i) A ‘~ i g BTt | B
k 1 B|AKEIBTRE
" E\MHE
|

D EFESHHE Y APIRRSE

[0 2009/03/19
2005 < A7 AEMEAT 2IETE - BATEHREE
( FHENEES HAEFE e

- Y % 100% -

)

483 5 Pl b T AR AT R ?
https & £ 335 2% @ * 443 Port>4c% 4.6.6.2 &°3% %_Listen Port 2£ 443 »
A i AP U 4 2 & Port > 4 hittps://www.twea.com.tw:8443

BFAMA ALERT A ABBARY AFH A AP FUSER S

)

AFH G i,@* PRI G D
ix e _lti i Il N #* o
The mformation contained herein is the exclusive property of TWCA and shall not be distributed,
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https://www.twca.com.tw/
https://www.twca.com.tw:8443/

SSL PR % #c 18 % Apache2. 2 @ PR B (v £ p

49 B ¥ # %
dob 2 4.6 3% 4.7 F &% Tis 0 ¥ &2 1 F £ ATFcH Apache pF o £
7 SSL % %} 3 3tk 4k/usr/local/apache24/logs/error.log # - 3%
o I SeBorcds A ROR T R ATRE (S 1 E AT ¢
hod B A R IS A D P e T o

AFRLARPEERBERP T AP R LHAE LT R FT A ASEARY ATH A AT FUSEF S
ERH BN o
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SSL 7 PR % #c 16 3 Apache2. 2 ® PR B4k 17 £

410 % » /B R ig#E
FHR-ATL R Ay DR AR SRR R DA k(&4 PIRERE T @
BE) L ERATI I ATAZEIH IR TP RRBH -

AFRLARPEERBERP T AP R LHAE LT R FT A ASEARY ATH A AT FUSEF S
ERH BN o
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SSL # PR B #1852 Apache2. 2 # PR B4 (£ L p

411 1 37 SSL 3%
4111 "¢ ’j‘” L
%f?ﬁi LA P € B SSL PIREBREIY -

rEd
B FOP i BPNEERFT LI AT RN

http:/www.twca.com.tw & ¢ 2 B - Z B 2 2 2 F v £ BFRRERED

)

=

# o Wi (s SSLIgw { #7Y
4.11.2 { 374 3
4.11.2.1 & 016 HAh

e
>R 1 SSL PIRE G

BEFLATR RS 471 F a3 F
2 0

S0 A% REH o Y 48 % §%% SSLEE
%4 SSL &% A7

AFEHG LB RRRELR G D
CRCERTEFE A S

)

L 2MAAEERHT A ABEARY ATHR A AT AR
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SSL 7 PR % #c 16 3 Apache2. 2 ® PR B4k 17 £

5.5 i

AFRLEBPRERFRFTANTE G 2 MA A ETGHT 0P ABEFAR Y AR I A FUNE RS
i Hu a8 @ o
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