SSL #IRE#Hci> g :F Tomcat 6.0
PIREH L

TWCA

LA RRIVER R G AP
o ven TAIWAN-CA. Inc.
w1 V5.0

e ® 100 2 T 5 g2 85 5L 10 #
~ & %L - MNT-03-084 % 7%:02-2370-8886

2 wore
4 scp g 109 # 31 37 i 7 :02-2370-0728

www.twca.com.tw



SSL # PR B f 15 z# Tomcat 6.0 PR EHF TLp

T B Bttt e oo n e 1
B IO 2

AL A0 B T B et 4
A2 BB T B | oo e 5
43 22 TREFFA(CSR) | o, 7
4.4 BB 1o 47 PR FAR(CSR)E @ 8
A5 T U FUA B 14
B8 & BENGTE cooveeeeeseeeeee ettt 18
A7 B T8 SSL 75 Bl oiiiiiiii 25
I - - AT 29
4.9 T AT SSL I 7 oo 30
ST T RSSO 31
T S 32
AFHELABERRERGTANPLF2HMA > ALT GV P AEESR Y AFR A AgE S FUAE

FaEmd s AR .
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

Py —

EUNTIN)




SSL PR B # 8 % Tomcat 6.0 PR BH (TEp

1.0 eh

1.1. 4% Tomcat6.0 %7 #IRE2 &4~ BHEFT4hA WUHH2 SSL #IR
B BES KRP
12, #E+2PFHE 2R AP -

AFHIABERRERPIADPLEF2MAE > ALTF VY 2 HEBBLRY ATH A AT FUSHER
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

% 1F




SSL # PR B f 15 z# Tomcat 6.0 PR EHF TLp

2.4 TR

s
H#oo
ria

AFHIABERRERPIADPLEF2MAE > ALTF VY 2 HEBBLRY ATH A AT FUSHER
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

% 2%




SSL # PR B f 15 z# Tomcat 6.0 PR EHF TLp

3. 2K

gy
(e}

AFHIABERRERPIADPLEF2MAE > ALTF VY 2 HEBBLRY ATH A AT FUSHER
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

% 37




SSL i IR #c 16 % Tomcat 6.0 PR B4 i€ £

4.7 ¥ 2R

41w % 7%

4.1.1 % % Java JDK/JRE #rc 4

Tomcat i# iTpF Z & JDK/IRE %3 » » F & Java keytool #ic %8 % # 4] £
% % JDK/JRE 31 http://java.sun.com/javase/downloads/index.jsp

T AEEER L ERE S [AK16.0_26 0 Bt R T RRp & K2
W KEATT E R G A S P e

4.1.2 % % Tomcat 6.0 Web # PR B i §¥
Tomcat 6.0 Web PR % #-48 £ 4 Apache ‘2“1 i Web PR % 8t
# > ¥ 1 http://tomcat.apache.org/™ §* » * 4 i+ % X5 5 Tomcat
6.0.35 (Windows *<) » fpt 3 ¥ ¢h3p & 553 % > otk ey =0 R
o GBS A S PR IR o

AFRLARPRERBERPTANPEFLHAE AGLTGHT 0 A ASFARY ATE S A3 AHE  HUAER
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

547




SSL # PR B f 15 z# Tomcat 6.0 PR EHF TLp

422 T &4
4.2.1 %%JIDK%\bin\p 47T > ﬂig?l » >keytool -genkey -alias keyname -keyalg

RSA -keysize 2048 -keystore c:\mykeystore.jks

C:\Program Files“Java\jdkl.6.08_26\bhin>keytool —genkey —alias keyname —-keyalg RSA

—keysize 2848 —keystore c:\mykeystore.jks

da 2 FHCEP T (4 4 F 6 38 gk R B %)

S E

-genkey A& R4

-alias R AUDEH LA TRBEFERT o Gp T T

-keyalg AW A4t g h 2 0 FTE RSA T F

-keysize AWk it B 0 Tl T 2048 ¥

-keystore & 4 ixehkeystore fy R S E LA R g

AFHIABERRERPIADPLEF2MAE > ALTF VY 2 HEBBLRY ATH A AT FUSHER
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

%5 7%



SSL # PR % # 15 7% Tomcat 6.0 FKE&%‘# T4 p

p ELL* g 2 3‘»%] keystore % 45 (&> 6 % =) » 3 #4j » keystore %

NI NSt H > f/.;f]é_; 2 %] » Sad | H = LA & SYSTEM

NIE s 3 RS R ?gﬁg?] > - RS B TW

CN=www . twca.com.tw, OU=SYSTEM, 0=TWCA, L=TAIPEI, ST=TAIWAN, C=TW TEFEIE?

[&1: y

EASRER S - i NEAET LR Aok L AEHRY > R L GR N

. <keyname> H" =%

( RETURN Z[15EF BEHREFEE )

t“%giﬁ.ﬁéﬁl% % 4 275 (27 keystore 25 * )0 # Aﬁﬁi%J/\ ERCIY s

# Enter ¥ > i%4F keystore 2 £ 452 o

= bAdp s 8 g a C\T A2 4% L5 mykeystore.jks & &

AFREEBRRRRERNT NP EFZMAE ARG GET O P ABR AR AFR T AFE > FUSER
XiEPHB AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

6%



SSL P PR B #c > & 7% Tomcat 6.0 PR EHk ivLp

4.3 22 T F FH(CSR),
4.3.1 t:%JIDK%\bin\ B & -+ i »

keytool -certreq -alias keyname -file c:\mycsr.txt -keystore

c:\mykeystore.jks

:\Program Files\Java\jdkl.6.8_26\bin>keytool —-certreq —alias keyname —file c:\m
csr.txt —keystore c:\mykeystore.jks

-certreq 2B CSR & & 4 4

-alias AW CSR Tt * inkdfy ¢4 7718421 F &974 Wb

£ L AAR I

-file é_%‘l CSR 1 5% ENER, fT 5 &z %d— Pﬁ—ﬁ = #] T

-keystore & 43 xhkeystore fh kB SE LR R 421 % &

‘14 4 ihkeystore BLiE 2 AR F

PP E & Mi%] ~ keystore % 7§ - gngﬁi%] ~ %78 {4 3% Enter ¥

Rt Aldp s g A C\T AL AR LS mycsrixt (i E ok

P mycer tet - SR E@@

BED REE BAO BWEO S

MIIBQTCCARICAQAwATELMAKGATUEBhHMCUF cxDzANBQHUBAQTE1RBSVUdBT JEPHABGA1UEBXHMGUEF J
UEVJHQ BuCwYDU](KEWRUUBHBHOBwDYDUQ]LEWZ TWUHURU BxGDAWBQHUBAMTD3d3dy5 B8d2HhL mHu
bs508dzCEnzANBgkqhkiGYwBBAQEFAADE jQAwgYKCGYEAQRYLL/nNHyuDD1x5mJhZsBHMSUD 10 TKK
621+dy Td BpGUsFFueFAhsoXx+XUugl JBpF7xgOFirYSMveltnuwtgiqBPzXbXANAKIwH. SepxK.)
JHQ9AWSuBSt+qGhe56HKBSHNMEP + BsFhCKSnu3yUjzhDtilrNHAnHZ0xF IyglatUCAWEARAAAKA BG
C5qGSIb3DQEBBQUAAYGBAEDGYBLSIL0IL S wsE1CO0bhUFDJZRRYUrodBcl0asZmA+y/HUhhoCxkS
luit38TPs1iRwryjUboSpEuYtFiaolJsaJyEa8HI+5W5HedPkquBs5aBY7 T3 jHb2DOCIpZA3ntnY
qUS0ekG1EPHLIMBzpRHTPd=UShUgh+2Xqu.) jOSWx

————— END HEW CERTIFIGCATE REQUEST-----

ATHIEBPRELFIANTEFLMAE > AELTGFT > FABR LR AT T AGE S HFUSER
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

¥T7TF



SSL P PR B #ci>i5 % Tomcat 6.0 PR BHe v+ p

4.4 39 747 el B F AR (CSR) @
4.4.1 i3 & TWCA % :£(1)

@43 A2 @ F | http//www.twea.com.tw

BE|E RS B| BiE [SSL PR EE |-
e e 2 https//www.iwcacomtw, O ~ @ HTWCA.C || @ TWCA- SEEERR-5. X D TWCASRE==E25 Y
"TWCA
BERRBRe =
EMMBVE BE2ETLINEBH 8 s -
WRTWCA  BATHR ERMWN EHIE TP i
ABOUT U NEWS PRODUCTS DOMWNLOAD REPOSITORY
fassﬁ‘smmOﬂmn}m | esEmsrEsuRER | Hefafess | BRe R
B awEmHEe s B KBETHSEERE
0 2018/01/30

b 2@hBER O fXhiSER

TWID 84 &350 B2 BBRARETL F . L il
R R ﬁ BTER | PUERE2% | SSLARSES | SRERSHE
4

ZEBHRE | @BRKT B

[ 2017/05/25 BETE | BBFR | 79 0 4BEBEHE
TWID §4E5IP 0S8 2T RTEFRS TEERR LEEASIN | SSESESHEE
5 i TETEEE FOER SUHEES | BRFERLSE
¥, ..more PR
25
REAE fuss)

M TMAICA CCl SREERER

)

AER G AR RRRELDT IS
S SR RUE TR
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

LR AMA  AEFRFT A ASBART AT A AFE - FUSER

581


http://www.twca.com.tw/

SSL @ PR % #c i+ 08 % Tomcat 6.0 PR B4k (7 £ p

4.4.2 3@ 3 TWCA % ::(2)
2% TWCA SSL #

o

o

¥4 3EVSSL WIREEHE > 3f8E TWCAEV SSL #

LI EDN B http//www.twea.com.tw/Portal/service/ssl_1_1_html P~ Bo| @twea-segnEe

[EIEH | English | {655

i», —— - - -

.l REERE Trust. Warranty. Cooperation. Action
EMEBVE AELETANHHRE

A

—

BRRTWCA BAHE @MY ERIE T e
ABOUT US. NEWS

PRODUCTS SERVICE DOWNLOAD. REPOSITORY.

FAREIE

| Service

BEEEESEMNS

TWCA SSL# TWCAEV SSLE

Trust

4.4.3 i@ 3 TWCA 3 :(4)
2%t @ CSR (WEB) -

— o X
°[§ tp £+ aTawan_ o/ @wea- 5 e i@
Bl Uricitee g
_— - [EISH |English | #55E

- ~
1 BERRBRE Trust. Warranty. Cooperation. Action
EMRBIE SRLETFLHNEBH

—  BRTWCA BATHA BB BEIE
ABouT US. News.

PRODUCTS SERVICE

EhREE

|5‘?f."ic‘?,, - & TWCA SSLE R ER
($FER]
SHER
SRR $2 : HBHTWCA SSLARRMIES )
zans o) =) ) e w

BEERE EmailF&
FimwiEy SZ=nBaE

* bEEEERRCSR)
FERERY PERRAEFM. EEEEERM(CSR) « FMIEHRET0800-002-666347 °

© BEEEBRECRE
ERCSRUSXFNAXETAAER (RRERSBACertreq.t ) & » BUBASCIRIXFHEE (N
BA ) REULE - TEFEEANEEENE (WWORD ) Bl EAEAERMEANFNERESR

el
mEEESHEE (CSR)
I FACSREENNBEA :
wd,; ,’n“fvt ----- BEGIN NEW CERTIFICATE REQUEST-----
Cooperation MIIBIDCBZWIBADBGMQsWCQYDVQQGEWIUVZEPMAOGALY
Action ECBMGVEFJVOFOMQ8WDQYDVQQHEWZUQUIXQUAXDJAMB N

4

AFOR S A RRRRLG D
FEPHB AR o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

LA MA AEEGFT 0 2 ABBARTY AFH S A AGE > FEAER

£

9

7




SSL PR B #c 8 % Tomcat 6.0 PR B ivLp
4.4.4 08} BT

35—/?%%3&&%‘3}11;}_\1,;};&4 43#;‘:}34m)§%; PR ?

(S4F AL e N(CSRFEEZRN 3 ¢ § - BEGIN CERTIFICATE
REQUEST----- N END CERTIFICATE REQUEST-----) » #-1] {743 2_ &
iAot (CSR) M B REFIY 3 o —iF [ ] -

[ = | o [
g@\@ hitp/fwwanw.twea com.tw/Portal/service/ss 1 3 hirl £- 8ol @wen-summse-s x| | n A
RS T ATE g
BT ACSRIREINSRS : R
~-BEGIN NEW CERTIFICATE REQUEST-——-
g MIIBJDCBzWIBADBAMQsWCQYDVQQGEWIUVZEPMAOGALU

ECBMGVEFJVOFOMQ8wDQYDVQQHEWZUQUIXQU4AXDjAMB
gNVBfwefEg,unYUGJ84DWgbyGYGYVQQLEWIVDEcCMBoGALU
EAXMTbGFiMzAwLnRhaWNhLmNvbS50dzBcMAOGCSqGSIb3D
QEBAQUAAOSAMEgCQQDYdmRIMVXzUCIzOEEWWO0ggZRpZ
giJfHCa2diLHQq89SMUmLXNdnaVQnl4pkgPolgNvKvOTKR7tac
LnfimWxuUHUHUulihihiluHLUIHUILHhkiGOw0BAQQFAANBAIIG
Svezs+LzMP1elybwTE4784HIZUbibZhXNg6L90H09CTHpDXD
duwd01g42V5xCmasPCImkIri1TX4BYr5qzY=

-———END NEW CERTIFICATE REQUEST--——

83 : WACSREA WnZgiu 1KoK ‘ \
S CCREE RS NIIE: B+/ITLOH2by7k42WDorlB/10SsoalwCcHPCIf7LnpjL/9g+Bn

gEEs  FEEsgsERE nkSClszFdeuNt
#"-—-—-BEGIN NEW gFkPimYxglplaXTYCEMI2KgR4gMxakna + GVAVGQww2r80k
xytTFBjGWhdLKMIWnF

CERTIFICATE REQUEST-——- .
- — END NEW CERTIFICA’ XRUQJmJB/KLeOIVnBSTMLCy/UifDEAM=

REQUEST-—-"#1E &322 -

BE-TEE RENEED
CSR » i gmEfRES -

Copyright 2011 S&# i {EHERTE Copyright 2011 TAMVAN-CA Inc. All rights reserved .

BFE 02-23708886#9 SSLEE244E - 0800-002-666

4

AT SRR
XizieH 1 s 2558 @ * o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

L2 A AR HT 0 P ABBAR Y AR MR B AR

% 10 |




SSL # PR B i+ 5 3 Tomcat 6.0 IR B4 (T p

445 L Z et B2 GG AEEN B
- | a
@| & https://ssl2.twea.com.tw/NCWebSSL/upload htm P-al O” S ssugses | ‘ N Kk X
R X
Service
| BRI
%ﬁi‘ﬁ%ﬁ EIEMNE ARG SR, RS AR ESSLIR 2 EIRE, TR, L
L LAFEREHI B a0, W TR LR T FE0 A,
mEuE

REHARTWCA SSUES

BAECSRAZ

e

THICSRAT
—RrEH: LREATNEARS RS, Ml SSLIE MRS R ARRE

SHEERT: ER— L R s AR IR
HE: BN EARAIRE
iR B AL A TS TRAIRRTEE: Taipei]

www.twca.com.tw
SYSTEM
TWCA

TAIPEI
i B B A TERAT AE M AT, ST ERE Rt AR [Fl: Taiwan]

EHRU: LA ISOMBMEE kT BERH, TWHHESE, UShEEE
CSReimRE (bits)

TAIWAN

™

B2 8 (bits)

e IR B

i A el Ml g &

(PRsEEE o
LB T A Mo RS RO, R 7R, R, R | [ooar AR
ittt |Others |
— BB

SRR PEL —EESR0RE, BT AMBARG TR, B B, Bhd
sESALLSSLIEIAR SR R R A afeR (8 R EE B TR, S0, WA L Rl T LR R e

FL RIS ERTRRILETES. EELE, HELEISDIG TH, TS Vot
A N TIRA TR v
446K T TRBEER L L FTHR N
446130 FRULERBARAFE 0 0iE F & AL IGEP, L LB

R A

o

Ao AT TEHS

BITHS

IEERRAILEEATE, EELLE, T Ras

4462,1]"“‘

BiRTER

=
=
G
W
N

SSL BRI ik oF » %F BB T B

T - fmE ek 5N

-+ EMAIL %3]

PH-g P B a2 EAMIL & riE B

admin@ 4 %

~administrator@ 4 # ~webmaster@ 4 #* - hostmaster@

3~ postmaster@ i £ = B EMAIL iz - B EMAIL ¥ 7 &7 & &

S tE o EEENG AABEFNKREL  FHLIFE RIS
AL
E s G b % i 4 EMAIL, § #-5.00 EMAIL

AR ARRRER S P4 2

q\lili’ﬁw” L r oo

The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in

MA AL E 3T 2ASEBARY ATHR > A2 AHE > U KR

whole or in part without prior written permission of TWCA.

¥ 117



SSL # PR B i+ 5 3 Tomcat 6.0 IR B4 (T p

IR IER - I N S ST NS SN

AFESSUREERFENEE - B RS RRmREN T EERAR -

® EEREMEEMAILERLE  BNERETE, RAMTE BEITLERES, R TR B IR S A S B R R RN T -

® maintain @twca.com.tw (EEIREHFIREWHOISER)
HHEE
admin@twca.com.tw
administrator@twca.com.tw
Eams webmaster@twca.com.tw

hostmaster@twca.com.tw

postmaster@twca.com.tw
fubiEFERE . (WhoisERiEESTBE)

HITE A BWE TSR maintain@twea.com.tw AFERTT R R RO -

EERE PN ERRE S AR A AR A
FEETHERSEOEE: © BT  bFsk TREER

44638 % % 5 Ry ¥ ap.u'lF%\ﬁP\*ﬁ?‘J% FEis o Mg E Y Ho
2L LA, HE I,

BRI

HFEABEEHES FANEEIRR ERREEEHEE S BISR R i)

FE— TR LIRS EREN  TRERER -

AT ii‘éﬁ‘wﬁép&p’éhﬁ AP EF2MA 2 EFFFT 0 FREFART ATH A AT FULNER
C;\'I—Tlf’ﬁl“r‘ Lig#* o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

512§



SSL &' PR #ic =15 7 Tomcat 6.0 P PR FH (7L p
447 E M EFCA KR EF B
CSR} @i TP §23%@B (M THe A ERTEREOH TS
%) & EE 14 ¢ 2 Email i o ¥ 552 i L (TWCASSL @R Bk
FEET ) BBV L TWCA ki F 2 7 £ o

¥ HEE
TWCA
ERANEER
ZRER
| Service
YEZERT)
HEER | o
i B ATRERE AT
ficE:A: 1
KINEEEWSHEEE FOBBRTWCARBESAS)
ERus

)

AFHIABERRERPIADPLEF2MAE > ALTF VY 2 HEBBLRY ATH A AT FUSHER
iz H B 113;2@ oo

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

B

¥ 13§



SSL @R % #c & 7% Tomcat 6.0 PR | iF+ P

4574 P B
1 AP R R AP

2 CSRZMBEFTH IR E %€ Fx TSSL PREHR-EH
—r?‘a;ﬁ%ﬂuﬂ ‘/‘#Bfﬁg%“ AoERE N g e g R EARR Sk (cert.zip)
32 TWCASSL # i :0 55 20 % AP 2L 3 Blind & -

B 1 IG AR A cert.zip fRR AR 0 7 F T2 B I A, -

MM FEIGEY f AT BT

FEEED) » cert

[y
fith

Gl rootcer  —» 1RG FH,
Sl servercer & RIREIGFEME
Cplucacer  — L d

2 HhET RD
4o% F1 5 F o 2 2 mail server %k ® ¥R E 2R B8 i 2 g AR SRR
FEET IS I 1 k0P kB R N T PERMAR R, -

i}

AEA G A BRERERS G DT
iz H B AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

LF LA EEETGHT P ASBERRY ATHR A AHE USSR

¥ 147




SSL 1R % 4 16 3 Tomcat 6.0 PR F 4k it ¢
4.5.1 i # TWCA % =:(1)

@I Ao ¢ F https://www.twea.com.tw

BiE[2 RS %) B [SSL IR E)

ee[éhﬁps//wwwmcacomtwp QEETWOLO“ B TWCA-SEERSR -5 X

Trust. Warranty. Cooperation. Action

ERRBRE
ERUBWE LRLETLINEBH

MRTWCA  BFAR  AXNH
BO S NEWS

PRODUCTS
‘. [SSLEmREES
BFEEHRE o3 RRETHBERRE
[ 2018/01/30 D sREHER D fEmgER

TWID &4 @RI LRERBESREPL

= 5 = SEIR
ot FROTEBEASESES! more ETRR | PKIERER45 | SSLARRES | EFXESEIMNER

ZEBURE | BRKRT B

D 2017/05/25 BETE | SBFR | T8 D epERsS
TWID 84 E8IF LS8BT ETIRFE TEES AEERE | BEEEEEE
1 re8T
e R aNER LR BHLEES | BRFERESE
¥, ..more o
258
REAE ioec
M TAICA CCl =REER¥ESD
4.5.2 i3 3 TWCA & ::(3)
BLiE

Xdrd - EVSSL WIREEHE & 383

L ED) B http://www.twea.com.tw/Portal/service/ss|_1_1.html ,Ov BC| @Twea-seEERR -5 X

[EI8H |English | H3EE A

‘ o
BRBBRE Trust. Warranty. Cooperation. Action
EHMEHER ERLETLNMHBE
BRRTWCA BATHR ERMEN ERIE TP L2
ABOUT US NEWS PRODUCTS SERVICE 'DOWNLOAD REPOSITORY
%ﬂ&%l& |
(8 emmEssnss AREER

I Serwce

TWCA SSL®

4

FHRLBRRDFEEFT AL 2MAE > 2EFFT 0 FBER ST ATR T B TR R
EVFFIF’-?iw’b [T
The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.

% 15 F


https://www.twca.com.tw/

SSL i@ R B e i+ 5 7# Tomcat 6.0 PPREHF it p

453 g3 TWCA % :4(4)

BE |6 E|

———— - - " - [EIEH | English | B35

ERRBERE Trust. Warranty. Cooperation. Action
FRAHVE SEFXLEFUHWEBH

BRTWCA Iﬁﬂll EmATT BRIE

ABOUT Us. PRODUCTS SERVICE

F#PDL

DOWNLOAD

@ﬂ&-%li

| Servnce L

[8=EEE]
22 HBFETWCA SSLEARZSIEE

af) @t

HEER Emailsa
EENER Se=mEIE

EESEERNERMWENEE(02)2370072842 « UEEEEESELLTRE -

FEE=EE, | AZEERELIERRASEERE  THINISELTIFEEFELTIRARAD

454 ﬁ%l rE 2 erk LR

hlgsk LY i~ B FE P82 sk ¢ 4i(Common Name) » 4-

www.twea.com.tw (2 & » * - B F - X 0 F & hitp://& https:/]) > &

v o Rk

-

EIEE |English | HI5E%E A

n

EREBBRE Trust. Warranty. Cooperation. Action
EMABVR EELETANHEBE

. : BRRTWCA lﬁ%l BN ERBE 'F"ﬂ) HEE
ABOUT US PRODUCTS. SERVICE DOWNLOAD REPOSITORY.

@HE%E:_

ISeNlce & TWCA SSL{alk
€:5:2 5]
BEERE
sl .g ; me) D @ STWCA SSLEREER
BEEL | e puwicaconte x| BR[N]
SEFABRTWCASSLE
:

4

AER G AR RRRELDT IS
FiEH B AR o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

L2 MAALERFT 0 A AGHARY ATHE S T A AGE S AL

% 16 F



SSL P PR B #ci>i5 % Tomcat 6.0 PR BHe v+ p
4.5.5 T {415 F 48R SEAh
FERIGEA M TR Y i ¢ o BET folE e TREZT R

©oRTT B ATH] 18 AR S, cert.zip -

e
nx B

%@} https://ssl2.tweca.com.tw/NCWebSSL/search.htm 2 C“ 2 S
- EEE | English | {HEi5EE ~
TWCA
ERBBRRE
MRTWCA BTAR ERMN ERSE T#EEPL R
ABOUT US NEWS PRODUCTS SERVICE DOWNLOAD REPOSITORY
HRER
23 oo
| Service Blwww.twea.com twEIRFISE, #4805
o b 3
HEEE = - =3 .
B —e% il Rl LR Y i
BRI B B |4
i i
ficE s
2010-11- | 2013-11- | g —
REHFAIRTWCA SSUSS 1707611566 (65c815ae) www.twca.com.tw | 01 o1 o % £ g
14:17:46 | 23:59:59 S
2011-05- | 2014-05- | g e |
1707616998 (65c82ae6) www.twca.com.tw | 03 03 o % ‘;fg g
18:22:47 | 23:59:59 Ede
2011-10- | 2014-10-
1707621282 (65c83ba2) www.twca.com.tw | 03
16:10:47
85076818910922642101034040465334971642 | | 201211
(400133061200000000000000af23acfa) -twea.com. e
17:55:12
{EEFEZRE ssl2.twea.com.tw &7 cert.zip (5.28 KB) [§? v

)
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL # PR B i+ 5 3 Tomcat 6.0 IR B4 (T p

4.6 % %g3
4.6.1 Tomcat %% % SSL G #PF ¢ ¢ * Flw fafh % -

® 42 % &AW SSL &4k % E T mykeystore.jks |

® 45 % &3®@aRE %K root.cer

® 453 &8 B HEA uca.cer

® 453 &3 mRFREEER server.cer

L H LT E-H 52T %IDKY%\bin P &-T (P &T p (7i4%) o

4.6.2 3 H#-18E I T (3G E root.cer ~ ® #iGF uca.cer ~ PIRRIGFE
server.cer)— — %~ &4k G E o
4.6.2.1 %= » 31§ Z root.cer
keytool -import -trustcacerts -alias root -file root.cer -keystore
mykeystore.jks
C:\Program Files\Java\jdkl.6.08_26\bin>keytool —import —-trustcacerts —alias root
—file root.cer —keystore mykeystore.jks
it F BG4 (dp % F 6 Mg Rl A T)
5 wo P
-import T BE R 4
-trustcacerts | & = 5 13 i i 4
-alias K ERVEBES LR FATTE
-file LIRS E R R R T
-keystore keystore #h % #T el % FHL R R E R dp T
. keystore ZFRE !
g B% g £ Mi-;] keystore %A R #&ﬁa?] ~ keystore B
TR rp,a;w 73 1 keystore ¥ | T~z A o
AFHLABPPRRBERGTUNALFLMAE ALTGHT > A ASEARTY ATH A g FUARSR

AERHBAGNE Y o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL P PR B #c > & 7% Tomcat 6.0 PR EHk ivLp
4.6.2.2 % » ¥ ¥ 7% uca.cer
keytool -import -trustcacerts -alias uca -file uca.cer -keystore
mykeystore.jks

C:\Program Files“Java\jdkl.6.8_26\bhin>keytool —import —trustcacerts —alias uca -
file uca.cer —keystore mykeystore.jks

-import gL & 4

-trustcacerts | i = L 2 Z g wH4h

-alias RERY MEEN Lo p FARTE
file B SRR E L R R R 4y T
-keystore keystore #h % #7 B /2% CHL R F E R dp T

4R r;&;’é‘.b 73 1 keystore ¥ | TR~z A o

AT EARRRELG] U PL ] L HA  AEF AT 0 P ABF AR ATHE A age s USER
FiEH B AR o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL

PR B i~ 5 7% Tomcat 6.0 I?FRE‘?%#IF:LP

4.6.2.3 %= » P PR E G 7 server.cer

keytool -import -trustcacerts -alias keyname -file server.cer -keystore
mykeystore.jks

C:\Program Files\Java\jdkl.6.8_26\bin>keytool —import —trustcacerts —alias keyna
me —file server.cer —keystore mykeystore.jks

-import BB R4y 4

-trustcacerts | & = & 3 T g #4h

-alias :}Fl Lx?ﬁ}iﬁg 4%% ,ﬁ,_ ’El—bti421—q_g1:r);: h }?ﬁ-#ﬁ?ﬁ'
e LR PPREBHRLE LA FERF LT
-keystore keystore 4 % #T &b/l 2 L FRF R4 T

:’,EFL ;&;’ﬁ‘.@*?ﬁb % % keystore P | TR~ = A o

G PIREBE ML IR L > A IEEE BB KT %

o FAMAVEHEE P MG E L %1 keystore P o

kegtool §5i% ¢ java.lang.Exception: [HIFEHFHY/SFHEEEET keystore AT
FEPIRBHE IR Y P L 0 4 T keystore e g E E 22 PR

BE B DA R A Bl CSR P g L keystore §3% ~ g

#ip TLeh keystore £ - 1 o

FHLARRERERGT VPR LHA  ARE ST 0 P ABFART ATH 4 AP FUS R
FiEH B AR o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

%20 F



SSL &' PR B dc i 06 7 Tomcat 6.0 PR B4 iF £ p

4.6.4 #iE%Tomcat 6.0%\conf p 4% & server.xml # % -
4.6.4.1 #% "sslProtocol ; 8 » 75 3|H ¢ 53 SSL 4p if ehip £

P serversml - SR |Z| |E| rzl
#HEE REE BIE0 wRE A
connectionTimeout=""20000" A

redirectPort="8443" /> |
-3
{!-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the

connector should be using the DpenSSL style configuration
described in the APR documentation —->

{1—-

{Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"

maxThreads="158" scheme="https" secure=""true"
clientAuth="false" FRLILIOHBE="TLS" />

{t-- Define an AJP 1.3 Connector on port 8889 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

-->

| %
I £

3
—

do%k A% - Sk 7 SSLK T ke
<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS" />

s en<l-2 > gL 0 B S B Tomeat I AR 0 F <l-X > e gt

¢ g e FALG -

P serversml - SR |Z| |E| rzl
#HEE REE BIE0 wRE A
connectionTimeout=""20000" A

redirectPort="8443" /> |
-2
{!-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the

connector should be using the DpenSSL style configuration
described in the APR documentation -->

{t-- Define an AJP 1.3 Connector on port 8889 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

I~

| %
I £

ATRLLRRRRELFT LD
iz H B 173;“ o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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EBX

BEE REE BAO SR SHAM

connectionTimeout=""20000" ~
redirectPort=""8443" />

-—>

{?-- Define a SSL HTTP/1.1 Connector on port B443
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation -->

<Connector port="8443" protocol="HTTPf1.1" S3LEnabled="'true®

maxThreads="158" scheme="https" secure="true”

clientAuth="false" ss1Protocol="TLS" />

{t-- Define an AJP 1.3 Connector on port 8089 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

I~

4.6.4.2 #-Port :x 5 443 > 443 Port £_SSL(https)# &t ¢h3g % Port » 4r% &
HEsHe Port £ i2eek 2> B R)- 2R TLG 443 77 o

BEE REE BAO WEE SHEE

connectionTimeout=""20000" s
redirectPort=""8443" />
-2
{!-- Define a SSL HTTP/1.1 Connector on port 8443
This connector uses the JSSE configuration, when using APR, the
connector should be using the DpenSSL style configuration
described in the APR documentation —->

LConnector [[RESCERE protocol="HTTP/1.1" SS5LEnabled=""true"
maxThreads="158" scheme="https" secure="true"
clientAuth="false" ss1Protocol="TLS" />

{t-- Define an AJP 1.3 Connector on port 8889 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

| B
| %
I £

ATRLLRRRRELFT LD
FiEH B AR o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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PPR E #c i 5 % Tomcat 6.0 PR B4k (7 £p

4.6.4.3 773 [ keystoreFile ; 3% %> 3% T A_keystore i = BB T » ik 4h
FREERBERETT O BREW ST [T, sAk o

7/

BEE REE BAO SR SHAM

{!-- Define a SSL HTTP/1.1 Connector on port 8443 ~
This connector uses the JSSE configuration, when using APR, the
connector should be using the DpenSSL style configuration
described in the APR documentation -->

{Connector port="443" protocol="HTTP/1.1" S5LEnabled=""true"
maxThreads="158" scheme="https" secure="true"
clientAuth="false" ss1Protocol="TLS"

keystoreFile="c:\mykeystore.j

{t-- Define an AJP 1.3 Connector on port 8089 -->
{Connector port="8889" protocol="AJP/1.3" redirectPort="8443" />

4.6.4.4 373 " keyAlias ;3% % L‘:z T SSL WIRERE L4 L AL e 421
FARTALEE B e

BEED REE B0 WE S

£*—— Define a SSL HTTP/1.1 Connector on port 8443 ~
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation --3>

<Connector port="443" protocol="HTTP/1.1" SSLEnabled=""true"
maxThreads="150" scheme="https" secure="true"
clientAuth="Ffalse" sslProtocol=""TLS"

keystoreFile="c:\mykeystore.jks"
keyAlias=""keynane" i

<*-- Define an AJP 1.3 Connector on port 8889 -->
<Connector port="80089" protocol="AJP/1.3" redirectPort="8443" />

)

AFORG B RRINER S S
FiEH B AR o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL @ PR % #c i 1§ 2 Tomcat 6.0 PR EBH (TLp
4.6.4.5 373 " keystorePass ; 3k % #* 3% % ¥_keystore B8 - E 43 B %45

TF s o f ’?-’# 7 e 4%k

BEE REE B0 WEE S

<*-- Define a SSL HTTP/1.1 Connector on port 8443 ~
This connector uses the JSSE configuration, when using APR, the
connector should be using the OpenSSL style configuration
described in the APR documentation -->

<Connector port="443" protocol="HTTP/1.1" SSLEnabled=""true"
maxThreads="158" scheme="https" secure="true"
clientfiuth="false" sslProtocol=""TLS"

keystoreFile=""c:\mykeystore.jks" =
RN T El ke ystorePass="nystorepass" i

<*-- Define an AJP 1.3 Connector on port 8889 -->
<Connector port="8089" protocol="AJP/1.3" redirectPort=""8443" />

I~
[
I | £

4.6.4.6 £ #7Ex®> Tomceat FR7*

AR A T e~ 47 R & 0 % SSL i o

WEE BITW R A
m| B @HE > n i m

S IRTE (i) B REniRE

#, BTG (EE)

Apache Tomcat EiE fete HREE Bag@ht ~
~ & NET Runtime Opti...  Micm... Fah

BT Alerte SEE

EE IR o bl s s

M Apeche Tomeat Apac...

%ﬂpphﬁaﬁnnLa}rerG... Eia: I E.% ?

fEst: 3 %App]:isatinn Manage... RH . F# oo
lﬂf_ﬁﬁiﬁ Tumcatﬁ U 18 Sen‘er- v {“ e — | __.l bt
NI e

dodk %A 4.6 F & TIS 0 FATEcH Tomeat 4 pr 0 & HFpad A 0
H SSL#ic @2 ¥R > &1 SSLK L3 % ik
%Tomcat%\logs\catalina.yyyy-mm-dd.log 4% » i%4#6 % M € seékcd 45
LA R AR ",4rt fo L & ATk o

ok AR A RAT GE A 2 PR T -

)

AFORG B RRINER S S
FiEH B AR o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.7 %78 SSL # %
471 ~ 53
Tomcat & F7fcd = = {6 B FF| 0 % € #3845 3 » 4% https://localhost -

PRENIRE R LA R o SRR N FE e

(2-localhost) » 38hE T gt k(3 23R) ) TF e

[0 EReaon . AL - Windows Internet Explozer S i FI#EE: Fahoo!

@.‘;‘}.v | localhost v|4f Al | |P"
BRE #EE HRO BHEEW IAD HAW
i RBRE | @ FEMR WEDHE
A
o - . =
I_@) IETEEIZ S B R RS -
I L THE =t RS =S SR N I TSR TTRY
=2 HESEETSEETENATSEEESNES  SEHEEER
HMESCHELAES - MEFEESS LN
@ zEEEELEs
W sEnErEn (FES) -
@ HittZF:HA v
< | >
SR & ERRE iy v HI05% -

4o % B F % R Tomeat B G & 1 @ & JRAR E SSL oy @ g

[~ Apache Tomeat - Windows Internet Explorer 2 FRHZEE: Yahoo! 3 K M=
<18 cedbort 19 AR 3 [BE
ﬁﬁ@ REE W ENREL IAD HEH
ir BEIBE | @ hpache Tomeat
x Bt | | 7|@E -
r

Apache _
g T°“"‘“’“‘ij‘““=ﬁpache Software Fa
/JK\ Z http://www.apact

If you're seeing this page via a web browser, it means

Administration :
setup Tomcat successfully. Congratulations! «
3 | >
AP ERAERS 4~ BI5% ~
LF LA EEETGHT P ASBERRY ATHR A AHE USSR

)

ATHLERBRRRELFG A
FiEH B AR o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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https://localhost/

SSL # pR B #i =& 2% Tomcat 6.0 PPRBHF L p
L_/fﬁgg;}’%ﬁ’f:’“ Iﬁ,ﬁﬂb/pﬁ' CBRE TR o

/= Apache Tomecat - Windows Internet Explorer 2 i FFIHEH: Tahoo! 27 K

<] = o s 4 Bk
BEE HKEE WAD HFORELW IAD SEm
i BERE & Apache Tomeat

-

Apache ) +—EE L
g Tomeat - 1 > Foundation
d& bache.org/

/4

o ! ' i FEW '
Administration Ifyou're seei neans you've setup
tions!
Status ey
Tomcat Manager As you may have | 5 mcat home page. It can
be found on the 10 5 #1m Windows Live AIRTAIES
. B NnsESR 4
Documentation SCATALI — o emm pex.html
Release Notes where "$CATALIN Bu?ﬁ%ﬁg%ﬁﬂﬂ_. nstallation directory. If
Change Log ) you're seeing this|  WREEED be, then you're either a
Tomcat Documentation user who has army  sgrem y bu're an administrator
who hasn't got his lter is the case, please
refertothe Tomce  FIEPD.. tup and administration
J i i i TAREFIENM...
B e information than i iﬁyﬂg
Home Page NOTE: For secu = 1gicrmntt Office Excel(D) ion webapp is
EAQ restricted to use r webapp is restricted
Bug Database ta usars with ral (E) >
<

>
#RIE EATRIRRIAE - b2 PiilehiE dp v EIsEm -

—

%%gﬂﬁﬁiﬁﬂ’ﬁwﬁE%@bﬁ?’%mﬁﬁﬂ%ﬁﬁﬁﬁ?
HE X

Apache Tomecat

sEERtSE:  HyperText Transfer Protocol with Privacy

$EAY: HTML zZ i

AR TLE 1.0 » RC4 B 128 fusTiineE (&); Re4 B 1024 T
B

ik hittpa:flocalhost!

(URL)

ol 7857 (TR

sesTEER.  2009/518
jeErEER. 2009/518

@ |[ =& |

)

#‘:F‘(#‘]. %,ﬁ?kﬁ’gpuvz. i» ’ﬁ LRI
FiEH B AR o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL P PR B #ci>i5 % Tomcat 6.0 PR BHe v+ p
B g v e e T DA 2 Bk B B IE R

FORAL TR K A o

— | S | BRI

i i CA
GTE CyberTrust Global Root
TadC A Secure Ch

EERARE:
iETEiEER IR -

B |

)
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.7.2 *h 3k
FHBRT LTS P Ry

AR ATLE H A

I8 [)[x] [5
»

& - L EE® - TR -

4 https://www.twca.com.tw
FC THCA - SRERTR - FEETEFEEY - BESSLED - TEGER - SETE2 HBHOER - Windows..[1 |[B]X]
— T

S AT e [g hittps:fwurw twca.com.tw
1'5§® s’ﬁﬁ@ R  HEOREW IEQ) E’ﬁﬂﬁ@
m= B8

W | @ THCA - SERREER - SERTERRIEN . |

TWCA

BEampEiEs
ERERUE BFLBIRIHEBE
——cl R
A TWCA BFHE ERE | BESE TREPL
ARBOUT US MNEWS PRODUCTS =i AIC DOWNLOARD
ARG | SSLERSEE | £RMEDLE:S | AR S AR | Bi & (R BEE |
= BPIRRTSE & KBEHIBEDRE 1
0O £SHisER
BT | WBREERIT|

SREITi | BHTFRER

REFEEHERE
BIRK£IBTRE

[ 2009/04/09
FREMATELE BEE MISESETER
F...more

[ 2009/03/19 a8
20090 47 RS ERE R I g - BASHIREL T
EHETEERANEE  mave b

< | >

F @ s #100% -

4.7.3 5 @M ihh it FEirE R AT R T 7

https i s 7g 2% ¢ * 443 Port » 4% 4.6.3.2 % & % %_Connector Port

#2443 > Pl SpF 7 4 ik S Port > 4 https://www.twca.com.tw:8443

CAAERARY ATA AR P EA R

bom 4 g 2
R

AT BRERERP ] UAP R LME > Ay
The information contained herein is the exclusive property of TWCA and shall not be distributed,
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https://www.twca.com.tw/
https://www.twca.com.tw:8443/

SSL # R B#c 8 %% Tomcat 6.0 PR BH L p

48 & R RIEHE
P AR F #4623 % keystore(p 711G P BB A FIREEE)E
IErhid > AR 2R [4.6.3 %BiE%Tomcat 6.0%\conf p 4T ¢
server.xml # % | (At & (7 F o

AFHIABERRERPIADPLEF2MAE > ALTF VY 2 HEBBLRY ATH A AT FUSHER
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.9 37 SSL &%
4.9.1 ¢ #Hwp
3%,-?4& LN P 6 L SSL PIRBEHIIY A - B0 A A
R F AP o BYONERERFT I AP Rt

http://www.twca.com.tw = g‘ A E o BRRERF VLA RER

2P wE {7 SSLEH L ATY o
4.9.2 L 5% 2
4921 % B M

EF AT G E R PR DRIRE £ 4 (keystore) -

4.9.2.

AT

23 2%

i FE_

[EA

2

F4RA2I A6 K FOHIERTY G EKEE TV R SSLE
%

PE-

AFTMELRRERBERPFANPEFLHMA > AGTFHT > P ABERNR Y AFTH A EHFE S FRUAHR

AT HE AR o

The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.

%30 F



http://www.twca.com.tw/

SSL # PR B f 15 z# Tomcat 6.0 PR EHF TLp

5.% LI AL

5.1 :#F % B http://www. twca. com. tw/picture/file/SSL ¥ % #Hirf 42+ o . pdf o
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
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