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1.1. /\ 5” ReSIn ‘}k'?_ ”J};R%L'& FE‘ T\*é,}g ﬁl-}b‘/& P4 SSL IQPRE’?&I” )§ 75,:,
%gﬁpg o
12, B4R FRE 2rcl 2 4 -

ATHILBPRELPTRANT R 2ME  ELGFT > FMEFARY ATHE A BAE  FUSER
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.7 ¥ 2R

4.1 % iT¥

4.1.1 Resin % 47 f% %50
Resin % # OpenSSL ¥ Java keytool % % > & £ p H#-4 B3P & f8 550
RN H G FEY XL

4.1.2 % % OpenSSL #r4¥
OpenSSL ¥ I http://www.openssl.org/™ §% > f gt % ¥ ¢hoip & 23 % o
odt X KRG E R AL IR A S TR AT

4.1.3 % % Java JDK/JRE #: %
% % JDK/JRE 31 http://java.sun.com/javase/downloads/index.jsp
TR A TSP X ERSE S jOKL6.0_26 0 At R F b % £
Yot AT E PR AL R A D T e AT -

AEREBRRRRELS T AP R 2 MA AL FT O A ABRBAR T AT 7 A FHAER
XiEPHB AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.2.1 OpenSSL #i-5¢

2960penSSLY%\bin\ p &7 - i »
openssl genrsa -out c:\server.key 2048

(a4 F 6 MPF R FELAT -out FE AL e R g)

openss]l genrsa —out c:\server.key 2048

B serverkey - SR E@@
BEE REED BI0 WA AW

F————BEGIH RSA PRIVATE KEY--———-

HITCXAIBAAKBQOCAI jbjICS12WYBFYx02HDSYd1y+7UcIP13P2J39U+wIn3TNCRD
kE1Rui=pqRin+/j71188UHj0+W3F4l+w6yGFENNFS+pgB8 BhGKGRALUAS19MUNLS
BXnJ9ekI2j7CUWn4YeP B25zyphyu+YjHOVK: /iinlGOUVBE1785+r 07 ThPcPwIDAQAB
AOGAGjUVHROO2rEh3uulVZ3uqK/3CpW+E7Y9enkGaHW2PsrchiirLc8mH/ 2B jFdyt
ESLtqFAtLTY7XM+2TNW7 d7X9ubSYUHWHaNrEG48d /08114611 /qY+4U0cgrkihTH2
GiBS5puvlLdJAH=] jHY0tY 7 zPGBEsAHWOwxCDDE j1IHSyubX4BECQQDaWBHY 4t Sa/UyF
LSH6+KFYmKSKEoAJwIFRt9ullhzEXQiVciWuoBDelucdoBFK1gS6F Fu692 FGHxQal
U28WXPWPAKEA2 JhcPUQQAZZSUZzuH7Kuxid/pWTWSZ140FFASKECb2Avgx jqQz9F3
Heptur/IDgOs+tU/kkAzxyAnH+jDJ/2 jpwlAUTkJBux+GrLTyYss6STwyGHaiYPFg
keakzyzi2ZGtHa/R/vHEEntLelUdyR7CnF JU6iPwtaxqhJZ2HeocCjsnWY]JAdsUB
vFBHDbAAYuBEHa2RxWenKr +r3sqHoc+3WFbqCEFOIFogS5SnHwwdhBFREuxKBH3ze
SQHUKT +JBopY¥gjZyaQJBAI213¥ JYGESTj41z4XpAnKFOhUdDgbUHU1k+85U+ebK B
rH816xnxUDWOES15iBRN3/ulUctbOhitPpSpqchsq2==

————— END R5A PRIUVATE KEY-—---

R}

AFRLERRRRERR ] AT
AiERHB AN F o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.

LF LA EEEGHT P ABBERRY ATHR A AHE  FUXAES
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4.2.2 Java keytool i3t
#9%JDK%\bin\ p 4% > ﬁ%} » >keytool -genkey -alias keyname -keyalg

RSA -keysize 2048 -keystore c:\mykeystore.jks

C:\Program Files\Java\jdkl.6.8_26\bhin>keytool —genkey —alias keyname —keyalg RSA

—keysize 2848 —keystore c:\mykeystore.jks

da 4 BHGRP AT (4 F 6 8GR E R R R

S WP

-genkey A& R4

-alias A AU LA FEBRBEFERY  Fp AT

-keyalg AW LT w2 > TR RSA ¥

-keysize Aflenk st B 0 T3 2048 ¥

-keystore | &4 3 *cefrkeystore R BT E AL R Fdp T

JpEE R Ml,a] » keystore % #% (> 6 B F ~) > 32 4#&H ~ keystore

NIRAE i1 = LA 0 23~ S| H = 4L 5] SYSTEM

NG B AW D BB K LR PO B A8 T 4 TAIPEI

ATHIEBRPRELFI AT R FLMAE > AELGFT > FABRH AR AT ARG E S FUSER
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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ReEfmaRRaT

EJIIH'T.__E‘FJ ANy 4 ﬁ| Vﬁ‘?“‘"‘: '?Fj—%])s%'ﬁii—h ’ ;;]JTA'WAN

E"ﬁtﬁ"?:%'h%i?&'1rﬁ.f

CN=www . twca.com. tw, OU=SYSTEM, 0=TWCA, L=TAIPEI, ST=TAIWAN, C=TW IEHENE 7

[&1 y

AR TR LA ek LAR Y R EEGRN

. <keyname> HYEZHE

( RETURN ZOSEF0 keystore i

PG R B~ EHRTHAS 0 7 R 6 R E R4 Enter TT 0 R4
keystore 2 £4&%#54p e o

Rt Aldp s e g & C\T A4 4R A5 mykeystore.jks o0& 4

ATHRILBPERBLFTADPEFLMAE > AL G FT > FASHARY ATE S T A UL ER
XiEPHB AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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43 &2 TiE## £4(CSR)
4.3.1 OpenSSL 5t
%% OpenSSL%\bin\p 4T - ﬁg?] »
openssl req -new -key c:\server.key -out c:\server.csr
(Fp 4 F 6 kg FELA T -key My LB E T 421 &7 A

4 g R R > -out L A 4 FICSR B E)

openssl req -hew -key c:\server.key -out c:\server.csr
Lufgg_g -j\ﬁ,;f])\ 2&;‘%_11\ ; ) S
W~ 2 88 RS (e TW) » 23

Country Name (2 letter code) [AU]:TW

Hi o~ 0w (4 TAIWAN) » 2 35

State or Province Name (full name) [Some-State]:TAIWAN

F o~ 4T3 P (4o TAIPED) » 2 32

Locality MName (eg, city) []:TAIPEI

FE R E (ke TWCA) » 35
Organization Name (eg, company) [Internet Widgits Pty Ltd]:TWCA

Hdh o~ B = 2440 IT ~ SYSTEM) > 23

Organizational Unit Name (eg, section) []:SYSTEM

o~ oo PR e B iPge s LA (40 wwwitwea.comutw) 0 2 i

Common Mame (eg, YOUR name> [Jl:iwww.twca.com.tw

g—“»@’LKﬁ Email » ¥ 7 &
Email Address []:SSL@twca.com.tw
Ris g% .ﬁrts?]/\ TR FrEB I P TR E &K Enter *F

A challenge password []:
An optional company name []:

=oAL 4 18§ & C\T A 2 server.csr ik o T L G EF AN

ATHEILRPRAERPTUPRFLMAE T FT 0 FABFARY AT A BgE - FUSER
XiEPHB AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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R 3 HEES R AKHET AT AR

P servercsr - SREEA Q@@
HEER REE B0 R S

————— BEGIN CERTIFICATE REQUEST-----
MIIByjCCATHCAQAwgYk=CZzAJBEQHUBAYTALRXMOBwDOYDUQOIEWZUQUIXQULxDZAN
BgNUBACTE1RESUBFSTENMASGA1UEChHEVFdDQTEPHABGATUECKHEU11TUEUNHRQu
FgYDUQQDEw?3d3cudHd j¥S jb2BudHcxHI[jAcBgkqhkiE9weBCQEWD1NTTEB 8d2Hh
LmNubS58dzCEnzANBgkqhkiGPwBBANEFAADBjQAwgYKCQYEAS /08Dl t3hweH7euu
Ex/CHhbbORBuukpAzKXkBdnZK3/516Z2cdr4erSURS1 JATAQKBRIDFPUTgF1vBES+
HFeQRbH/LGRQUSFSpis1/UiprtX0xpgl7Hnibt.18UIUF1iESqJgS3s34+EXHLZ]T
z0Gj4/hyipuWWGHGN+32vkL6cyUCAWEARAAAMABGCSqGS Th3DOEBBOUAALGEBAGKY
JhrulesAGAPDHIrCok42LakUxyx+I1551InQHiYT AeBwnkr6EqQ]j5UjYHSFRUDHTE
Ju2156Uk11x20gKq3uwcKynU0+JoBttFTgJH+rtSHMUNYSXWFC2bE+B3RSKSBRSKY
0U1hU¥bqa8XJ+k/LABTGU j81/XWKP3TavUSGhoPr=

————— ENMD CERTIFICATE REQUEST--———-

ATHEERRERERERP AP EFLHMA 2T 637 FAZREN R ATH 2 AFE > FUSER
iz H B 113;2 o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.3.2 Java keytool i3t
% %JDK%\bin\ p 4=+ > ﬂi%] »
keytool -certreq -alias keyname -file c:\mycsr.txt -keystore

c:\mykeystore.jks

:\Program Files\Java\jdkl1.6.8_26\bhin>keytool —certreq —alias keyname —file c:\m

csr.txt —keystore c:\mykeystore.jks

da 4 FHGRP AT (B 4 R 0 N i BRI )

-certreq AW CSR & & 4 4

-alias AWCSR #1it * thk i ¢ L F8 422 F & 914 Weh

£ L AAR R

-file AR CSR {& el 5 Mk A 0 g 2

-keystore & 43 xhkeystore fh kB SE LR R 422 % &

‘14 24 ihkeystore BL T2 AR

PPEE R Hia?] ~ keystore %7 » éﬁ-ﬁis?] ~ 235 15 4% Enter r¥ >

Rt Aldp d g A C\T AL AR LS mycsrixt (i oA

B mycsr i - 5o g@@

BED REE B0 #WHE A

————— BEGIN HEW CERTIFICATE REQUEST----—-
MIIBqQTCCARICAQAwATELHAKGA1UEBhHMCUFcxDzANBQHUBAQTB1RBSVABT JEPHABGATUEBXMGUEF J
UEVJHQ BuCwYDUV]QKEWRUVBHNBHOB8wDQYDUQQLEWwZ TWUHURD BxGDAWBgHUBAMTD3d3dy5 Bd2HhLmHu
b358dzCEnzANBgkqhkiG9wBBANEFAROEjQAWGYKCQYEAQRYLL/ nHYyuDD1x5nJhZsBHHSUD 10 TKK
6Z21rdy Td BpGUsFFueFAhsoXx+XUugl JBpF7xgBF irYSUHveltmuwtgiqBPzibXAMAK3 wH5epxKd
JHQPAWSuBSt+qGhe5S6HKBSHMEP + BsFhCKSnu3yljzhDtil rHH4NH20xF IyglatUCAWEAAAAANA BG
CSqGSIb3DQEBBQUAA4GBAEDGY BLSIL0ILSxwsG1CObhUFDJZKRYUrodBcl0asZmA+y/HUhhocxr5
luit38TPs1iRury jWsoSspEuYtFiaolJsadyEaB8HI+5WSHed9kquBa5aBY7? T3 jHb2DICIp2ZA3nCnl
qU50ekG1EPHLIMEzpRHTPd=VShUgH+Z2XqL. jOS W=

————— END HEW CERTIFICATE REQUEST----—-—

AFRLEPRRERERPT U EF2MA AT HT 0 AAEESRY ATR A AT AR ES
FERHAB AR o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.4 48] (e 4 0 3B 3 FAE(CSR) L @
4.4.1 @ # TWCA k(1)

ARIFDPHT

BiE[2 RS %) B [SSL IR E)

http://www.twca.com.tw

TWID 84@RPLREEBBAREPL
&iF  FRETEEEASARES!..more

gios

D =RHIHER

BTRE | PKISES 5 |
L BAFRE | H\RRER1T |

e e & https//wwwtwea.comtw, O ~ @ HTWCA.C || & TWCA- SEERTR-5.. X | @ WCASRE=E=5=25 B
ul UticAfee g
"TWCA
ERRBRE = -
MMV EX2ETLHNEBR -
BRTWCA  BETHR ERWN BRI TP i
ABOUT NEWS PRODUCTS - DOWNLOAD REPOSITORY
ﬂuamwqum\m | esEnsrm=ntRES | HeRak®Es | BRs LR
oot e & BB B EERE
0 2018/01/30

D fXhiSER
SSLEIRRRRER | EFRBEESME
B

0 2017/05/25 BETE | SRER D #BERTS
TWID B4 B5I0 L RS SZETRFS s )
. ﬁwrgnw;@im* R FEEE AMERENE | BSERRER
R BUREES | BXFENESE
#%. ..more Dy
=EH
B RHEAS e
™ TAICA €CCl I=SREESR =
AERGEBRERRERPFUNPEF LA > AET R HFT 0 2 AFF AR AFTH 2 g RUSER

FERHAB AR o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL &R B #ci> & 3 Resin # £+

4.4.2 % £ TWCA #::(2)
2::% TWCASSL #

o

o

M4r? - EV SSL #IREEE 5 38 TWCAEV SSL

@ https//wwwiwcacomtw, O v @ TAWAN.. & | @ TWCA- SRERER -5 x| @ TWCABRE==5245 (1
HoAfee e
=
ERWBRE
[
B MRTWCA BRH R EmMY ERSE TP =330
ABOUT US NEWS PRODUCTS SERVICE DOWNLOAD REPOSITORY

F R

| Service

TWCA SSLE TWCAEV SSLE

)

AFMLABERRBRFG D
XEPHBANREH o

The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.

LF LA EEEGHT P ABBERRY ATHR A AHE  FUXAES
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4.4.3 i # TWCA % ::(3)
2::%[1 % CSR (WEB) -

- o
e‘ | https/fvstwcacomtw, © - @ TAWAN.. O || @ Twea- BRERBER - 5. x| O WASRERSESR | o
o vroee B

h—

== [EISE | English | #i55%
EREBEE Trust. Warranty. Cooperation. Action

FAMBWE BELETFLHHEBY

1>

BRARTWCA BATHA ERMWN BESE TFEPD
AB0UT US News. PRODUCTS seRvicE DOWNLOAD.

EAREE

| Service ) TWCA SSLfal iR 3588
[BFER]
SEEE
BEEL #HE : MPFTWCA SSLERBBTES

P f57ep 3 )

o o 2

SEER T
FRRIER SR (WEB
« FEERERECSR)
BEEEEY PEREETR. BLERERRCSR)  FRISHRB0800-002-666230 -
- BEERERBCRE
EECSRLX T3t/ S ( BCertreq.txt) % » BLSASCIRIXTEES (M8
52) REBULHE - TEFESAXEEENE (MWORD) BE - BASHASEMBAXTOEXESR
2HFT
SEBBDHE (CSR)
LT ACSRIRANEEH :
----- BEGIN NEW CERTIFICATE REQUEST-----
MIIBJDCBzwIBADBGMQswCQYDVQQGEWJUVZEPMAOGALU
ECBMGVEFJVOFOMQ8WDQYDVQQHEWZUQUIXQUAXDJAMB ™

4.4.4 1 B FA
RETBARTEs AT B d3 3842 DEEGF R I 2

(A WL e N (CSRFHERN 3 ¢ 5 - BEGIN CERTIFICATE

REQUEST----- N - END CERTIFICATE REQUEST-----) » #-%l iT43 2_ 1§

i ddh (CSR) P RbIIY 3 ¥ - [ -

& http://www.twea.com.tw/Portal/service/ss|_1_3.html
e e

-smammR-w. x| |

LRS—av)

LT RCSRBRMIASER :

MIIBJDCBzwIBADBqMQswCQYDVQQGEWIUVZEPMAOGALU

= ECBMGVERIVOFOMQBWDQYDVQQHEWZUQUIXQUAXDIAMB
Warranty gNVEfwefEg,unYUGB4DWabyGYGYVQQLEWIVDECMBOGALU
el EAXMToGFIMZAWLNRNaWNALMNybS50dzBeMAOGCSqGSIb3D

QEBAQUAADSAMEGCQQDYdmRIMVXzUCIzOE6WWOggZRpZ
giJfHCa2diLHQq69SMUmMLXNdnaVQnl4pkgPolgNvKvOTKR tac
LnfimWixuUHUHUulihihiluHLUIHUILHhkiGO9wOBAQQFAANBAIIG
Svezs+LzMP1clybwTE4784HIZUbibZhXNg6L90HO9CIHpDXD

duwd01g42V5xCmasPCImklri1TX4BYr5qzY=
----- END NEW CERTIFICATE REQUEST--—/—\

PR ACSAR /s f\TnL’Zog:;g:zzzwo 1B/10Ss0alwCcHPCIf7LnpjL/9 B\\
macsResennsanasy | V! or soalwCcHPTLnpiL/Sg+Bn N
pEED  TEERnnEE nk3CzbL71xdujvt
| BEGIN MEW gFkPjmYxglplaXIYCEMI2KgR4ghMxaKna+GVAVGQuw2r80k
CERTIFICATE REQUEST—— oy tTFBJGWhdLKMIWnF

IXRUQIMJB/KLeONNBSTMLCy/UifDEAM=
“E"--END NEW CERTIFICA QmJB/KLeONn y/Ui /
REQUEST——mmmzrs - oD NEW CERTIFICATE REQUEST-———

N 7

FE-TEE Rl EEn
CSR » WES MR -

7 Copyright 2011 TAIWAN-CA. Inc. All rights reserved..
=

0800-002-666

AFRLABPRDBLNT UDPEF2MA AN BT AABBARY ATH A AT AR
FEPHB AR o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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445 L Z et B2 GG AEEN B
- | a
@| & https://ssl2.twea.com.tw/NCWebSSL/upload htm P-al O” S ssugses | ‘ N Kk X
R X
Service
| BRI
%ﬁi‘ﬁ%ﬁ EIEMNE ARG SR, RS AR ESSLIR 2 EIRE, TR, L
L LAFEREHI B a0, W TR LR T FE0 A,
mEuE

REHARTWCA SSUES

BAECSRAZ

e

THICSRAT
—RrEH: LREATNEARS RS, Ml SSLIE MRS R ARRE

SHEERT: ER— L R s AR IR

HE: BN EARAIRE

iR B AL A TS TRAIRRTEE: Taipei]

i B B A TERAT AE M AT, ST ERE Rt AR [Fl: Taiwan]
EHRU: LA ISOMBMEE kT BERH, TWHHESE, UShEEE
CSReimRE (bits)

www.twca.com.tw
SYSTEM
TWCA
TAIPEI
TAIWAN

™

B2 8 (bits)

e IR B

i A el Ml g &

(PRsEEE o
LB T A Mo RS RO, R 7R, R, R | [ooar AR
ittt |Others |
— BB

SRR PEL —EESR0RE, BT AMBARG TR, B B, Bhd
sESALLSSLIEIAR SR R R A afeR (8 R EE B TR, S0, WA L Rl T LR R e

FL RIS ERTRRILETES. EELE, HELEISDIG TH, TS Vot
A N TIRA TR v
446K T TRBEER L L FTHR N
446130 FRULERBARAFEe 0 0lE F & AL IGEP, LB

R A

o

Ao AT TEHS

BITHS

IEERRAILEEATE, EELLE, T Ras

4462,1]"“‘

BiRTER

=
&
o]
W
NG

SSL BRI ik oF » #F BB T B

-+ EMAIL %3]

PH-g P B a2 EAMIL & riE B

admin@ 4 %

sadministrator@ 4 # ~webmaster@ % %* ~hostmaster@

3~ postmaster@ i £ = B EMAIL iz - B EMAIL ¥ 7 &7 & &

S tE o EEENG AABEFNKREL  FHLIFE RIS
AL
E s G b % i 4 EMAIL, § #-5.00 EMAIL

REHEEARERER G W04 L

G\I—TE"F!;&’W Ui #* o

The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in

MA > A5 e wT 0 A AERART AT A AL A TSR

whole or in part without prior written permission of TWCA.
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o B)- b GG B 1 g

DM dph R o 2 F A P
LT UL
s AR TRT 2B AR A Y TR,

2K é%éﬁ mé‘ W E{‘E’)&

R °

AFESSUREERFENEE - B RS RRmREN T EERAR -

® EEREMEEMAILERLE  BNERETE, RAMTE BEITLERES, R TR B IR S A S B R R RN T -

* maintain@twca.com.tw (TR RES WHOISEE)
T

admin@tweca.com.tw
administrator@tweca.com.tw
webmaster@twea.com.tw
fAEEE
hostmaster@twca.com.tw

postmaster@twca.com.tw

bR (WhoisEHIRESTERE)

HITE A BWE TSR maintain@twea.com.tw AFERTT R R RO -

EERE PN ERRE S AR A AR A

FEETHERSEOEE: © BT  bFsk TREER

4463E 8 % H %o ap.u'lF%\ﬁ"P\*ﬁl?‘J% FE {8 ’#ﬂ’%%ﬁﬁﬁ'i”.ﬂ'éﬁﬂ
ﬁEE%lAJ:FﬁmlE?ﬁﬂEﬁEfﬁr Eﬁmlﬁﬁﬁﬁa}‘i, IR

FBiR

HFEABEEHES FANEEIRR ERREEEHEE S BISR R i)
HiE— TR LIRS - TREER -

TR BRI T

'%\w—fli"r‘!paﬂ Ui #* o

AP EF 2HA L3037 PAEBAR T ATHR > TP AT FUSE R

The information contained herein is the exclusive property of TWCA and shall not be distributed
reproduced, or disclosed in whole or in part without prior written permission of TWCA
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AA4T# NS HFCALRESER
CSR_} @zl  ifp g 23%@E(N T %o 5 BATHREPHA B
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TWCA
ERANEER
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| Service
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i B ATRERE AT
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KINTEERBRIEE FEEMBETWCARBERAS)
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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45T e P iEE
1 AP R R AP
2 CSR 2 AP M B & FALL 3 il 6 a&g%*z; FSSL PR B# 1%
—r?‘g B w;;gﬁ,g%a A ER{E N R &G g AR qﬁ;}-é,(certmp)
%2 TWCASSL & iiin@#Z i 2 % Hmp "’t’ﬂﬁ-ﬂﬁré ¥ o

B 1 IG AR A cert.zip fRR AR 0 7 F T2 B I A, -

MM FEBEY BT BT

FEEED) » cert

[y
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_qJ root.cer —p s}'::l ')é F—gﬁ%
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2 R PR
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AFALLEBERRERFT AT
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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45.1 i3 TWCA % :4(1)

@I Ao ¢ F https://www.twea.com.tw
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
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FERBEARM T Y A ¢ BT P ola e TR ST R

R ' i 7 6 AR S cert.zip -

e
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%@} https://ssl2.tweca.com.tw/NCWebSSL/search.htm 2 C“ 2 S
- EEE | English | {HEi5EE ~
TWCA
ERBRBRREE
MRTWCA BTAR ERMN ERSE T#EEPL R
ABOUT US NEWS PRODUCTS SERVICE DOWNLOAD REPOSITORY
ZRER
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| Service Blwww.twea.com twEIRFISE, #4805
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‘ =R —BaK il Rl LR Y i
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17:55:12
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AFHLABRPRRBEUGT UL FLMAE ALTGHT > A ASFARY AFH A FUARSR
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The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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46 % £&#E

4.6.1 OpenSSL #-5¢

4.6.1.1 Resin 4]* OpenSSL #:;% % % SSL B # M € # * Fle fifh % ¢

® 421 F 84 W SSL FIRE &4k " serverkey |

® 453 B ESFREGEN server.cer

® 453 B B¢ @R EA, Tuca.cer

® 45 F &5\ aigwe root.cer

LEL LR F hF G- BRSN(FEIET AR

W 4r 45 F &R T 2 BIG RN

BAP R fedkeT B

& cert [:__]@E]

BEE HKEE BRO ZHSBW [ P

= »
O+=&-Q J Pnus
D) 1;) Cicert V\r =S
.server cer
[.E] server.key
(=] uca.cer

)
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XEPHBANREH o
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The information contained herein is the exclusive property of TWCA and shall not be distributed,

reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.6.1.2 & # Resin *7 3 4 1§ #4H)
BEch &7 F A0 2 4611 F &P Hh R 50l &7 0 i

copy RPIRBHFE+? #iGE TG F CertificateChains.cer

(CertificateChains.cer = 6] » F*%Z A2 4 &+ A 37)

C:\cert>copy server.certuca.cer+root.cer CertificateChains.cer

:\cert>copy server.cer+uca_2.cer+uca_1.cer+root.cer CertificateChains.cer

%P &7 A2 % 45 CertificateChains.crt

i

9

—

‘:N

!

o
=Y
[

P =
F_‘-

T 5 Resin o7 3215 Fea o

4.6.1.3 %z Resin #7& 42 1§ w484

% 2 FHIERE(GeE A)F B CertificateChains.cer #4

$SOME TEXT

----- END RSA PRIVATE KEY-----

AFTHEERRBREUFTADTEF2HAE LI FT A ABEFART ATH A EAHE  FRASEY
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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———— BE ERTIFICATE-———- A

nE %f;ﬂ]-&zr": B #77

P\ CertificateChains - ¢354

MHDdzCCAl+gAWIBAGIEAGAAUTANBgKqhKiG9wBBAQUFADBaHT QYDUQQGEwWJJ
RTESHBAGATUEChMJQMFsdG1tb3J1MRMWEQYDUQQLEwpDeWJ1c1RydXN8HS IwIAYD
UQQDExlCVNxBaw1uchgQSliZXJUcnUdeBSbZQBMBHXDanMDUxMjEuND'- FoX
DTITHMDUxMjIZNTKkwHF owWjELMAKGA1UEBhMCSUUXE jAQBgNUBAOTCUJhbHRpbY9Y
ZTETMBEGATUECXMKQ31iZ2XJUcnUzdDEiMCAGA1UEAXMZQMFSsdG1tb3J1IENSYmUy
UHJ1c3QgUm9udDCCASTwDQYJKoZIhucNAQEBBQADGQEPADCCAQoCggEBAKMEUYKY
mD1X6CZ2ymrU51CnideiVgLGuwi1uOKymaZN+hXe2wCQUt2yguzmKiYv608iNoS62zjr
123AQSsBUnuld9Mc j8eb6u¥Yitagnnc+gRQKFRZMpijS31 jwunmUNKoUMHo6ulr JYeK
mpYcqUWe4PwzU9/1SEyY/CG9VwcPCPwBLKBsuatdnKi3p31vjsufFoREJIE9LAwGSu
imD+tqYF/LTdB1KC1F k1 —~ons-tn=tacaXxh]GevOF6uvUA65ehD5F/xXtabz50T 2y
dc93Uk3zyZAsuT31ySN HFREIGEHE pcY670duhjpr13RjH710GDHWe I12v/ye
j18qhqdNKNwnG jKCAWH ROOBBYEFOWdWTCCR1 jMrPoIUDaGezq1
BE3wMBIGn1UdEwEB/wQIMn?BnFscnuMng?DURBPRQH/BHQDngEGMnBGCSqGSIbs
DQEBBQUAA4IBAQCFDF205G9RaEIFoN27TyclhA0992T9Ldcwi6QQF+vaKSm2eT92
9hKTI7gQCulYpNRhcLBEYWoSihfUCr3FuDB81ukMJY2GQE/SszKN+OMY3EU/t3Yg

jkzSsuwF 87r51XgdIGn9uw/xZchMB5hbgF /X++ZRGjD8ACtPhSNZKE1akxehi/oLF 0
Epn3oBUC4zxe922etciefC7IpJS0CBRLbF1ubWsa¥Y71k5h+3zuDyny67G7#gUIhz
ksLi4xaNmjICqu4¥Y3ekQEe5+NauQrz4wlHrQMz2n2Q/1/16eYs9HRCwBRbsdtTLS
i tD+gdwyah617 jzU/0eBHRNDJELqYzmp

----- END—€ERLIFICATE---—-

————— BEGIN CERTLEICAH
MIIDdZCEAT+gAWIBAgIEAGAAUTANBgKqhKiGOuOBAQUFABRAMQSWCQYDUQQGEWSJ
RFESHBAGA1UEChMJQMF sdG1tb3J1MRHWEQYDUQQLEwpDeWJ1cTRydXNOHS IuIAYD

UQQDEx1CYWxBaW1ucmlgQ31iZXJUcnUzdCBSb298MBAXD TAWHDUXHjEBND Y uwHF oX
DTI1TMDUXMjIZNTkwHF owWjELHAKGATUEBhMCSUUXE jAQBgNUBAOTCUJhbHRphYWY
ZTETHBEGA1UECXMKQ31iZXJUcnUzdDEiMCAGATUEAXMZQMFSsdG1tb3J1IENSYmY
UHJ1c3QgUm9udDCCASIwDQYJKoZIhucNAQEBBQADGQEPADCCAQoCggEBAKMEUYKY
mD1X6C2ymrU51CnikeiVgLGuwi1uOKymaZN+hXe2wCQUt2yguzmKiYv608iNoS62zjr
123AQSsBUnuld9Mc j8eb6uYitagnnc+gRQKFRZMpijS31 jwunmUNKoUMHo6ulr JYeK
mpYcqWe4PwzU9/1SEyY/CG9VwcPCPWBLKBSua4dnKH3p31vujsufFoREJIE9LAwGSU
ImD+tqYF/LTdB1KC1FKYmMGP1pWPgkAX9XbIGevOF6uvUA65ehD5F/xXtabz50T2y
dc93Uk3zyZAsuT31ysH pucY670duhjprl13RjH710GDHweI12v/ye
jleghqdNkNwnGjkCAwE ¥ -5 3E 'DURBUBB?EFGWdWTCCR1jMrPoIUDaGezq1
BE3wMBIGA1UdEWEB/w( wDgYDURBPAQH/BAQDAGEGHABGCSQGSIb3
DQEBBQUAA4IBAQCFDF205G9RaEIFoN27Tyc1hA0992T9Ldcwi6QQF+vaKSm2eT92
9hkTI7gQCulYpNRhcLBEYWoSihfUCr3FuDB81ukHJY2GQE/SszKN+OMY3EU/ t3Ugx
jkzSsuF87r51XgdIGn9w/xZ2chMB5hbgF /X++ZRGjD8ACtPhSNzKE1akxehi/oCr @
Epn306WC4zxe922etciefC7IpJS50CBRLbF1ubWsaY71k5h+3zuDyny6767fyUIh
ksLi4xaNmjICqu44Y3ekQEe5+NauQrz4wlHrQMz2n2Q/1/16eYs9HRCuBXbsdt
ROI4LtD+gdwyah617jzU/0eBHRNDJELqYZmp

————— END CERTIFICATE-----

R}

RER R L RRREREL G AT
XiEPHB AN o
The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL f?ﬂ;%&fj"_wﬁ_ﬂ\

—>=-BEGIN CERTIFICATE---—--

MIIDdzCCAl+gAwIBAGIEAgAAUTANBgkqhkiG9wBBAQUFADBaMQswCEYDUQQGEwWJJ
RTESHBAGATUEChHJQmFsdG1tb3J1MRHMWEQYDUQQLEwpDeWJ1c1RydXNO
UQQDEx1CYWxBalucmlUgQ31iZ2XJUcnUzdCBSb29BMBAXDTAWHDUXMJE4NDY
DTITMDUxM]IZNTKuHFowWjELHAKGA1UEBhMCSUUXE jAQBgNUBAOTCUJhbHRpbY
ZTETMBEGA1TUECXHMKQ31iZ2XJUcnVUzdDEiHCAGATUEAXMZQNFsdG1tb3J1IENSYmUy
UHJ1c3QqUm9udDCCASTwDQYJKoZIhucNAQEBBQADQQEPADCCAQoCggEBAKMEUYKY
mD1X6CZymrU51CnikeilVgLGwi1u0KymaZN+hXe2wCQUt2yquznKiYu68iNoS62zjr
123AQSsBUnuld%Mcj8ebu¥Yitagnnc+gROKFRZzHpi jS31 jwumUNKoUMHo6ulr JYeK
mpYcqWe4PwzU9/1SEy/CG9VwcPCPwBLKBsua4dnKM3p31vjsufFoREJIE9LAwGSU
AmD+tqYF/LTdB1KCAFKRYMGP1pWPgKAX9XbIGevOF6uvUA65ehD5F/xXtabz50T2y

dc93Uk3zyZAsuT31lySN==—ar-—a=—"=t=yc¥670duh jpr13R jH710GDHwe I12v/ye
j18ghqdNkNunGjKCAuE 125 3% VRBOBBYEFOWdWTCCR1jHrPoIUDaGezq1
BE3wMBIGA1UdEWEB/w DgYDUROPAQH/BAQDAGEGMABGCSqGSIb3

DQEBBQURRHIBRQCFDF20569R8EIFON2?Tyclh90992T9dewhﬁQQF+uaKSm2eT92
9hKkTI7gQCulYpNRhcLBEYWoSihfUCr3FuDB81ukHJY2GQE/SZKN+OHY3EU/t3YW
jkzSswF 087r51XgdIGn9w/x2chMB5hbgF /X++ZRGjD8ACtPhSNzKE1akxehi/
Epn30B8UC4zxe922etciefC7IpJS0CBRLbF1wbWsaY71k5h+3zuDyny67GZ#gUIhz
ksLi4xaNmjICqu4¥3ekQEe5+NauQrz4wlHrQHz2n2Q/1/16eYs9HR bsdtTLS

14 tD+gduwyah617 jzU/0eBHRNDJELqYzmp
----- ERTIFICATE-----

4.6.1.3 3k £ SSL

Resin4.x {1 *

Resin3.x|% [Resin2.x {1 * [#1& resin.conf | % % % SSL

% 1E resin.xml | % % % SSL

<openss|>
<certificate-file> &' /R % 1§ 3 </certificate-file>
<certificate-key-file>SSL # R % & 4g</certificate-key-file>
<certificate-chain-file> 4.6.1.2 & & & & 2_ g # 484§ </certificate-chain-file>
</openss|>
#o b e
<openss|>
<certificate-file>server.cer</certificate-file>
<certificate-key-file>server.key</certificate-key-file>
<certificate-chain-file>CertificateChains.cer</certificate-chain-file>

</openss|>

AFHLIEBPRRBERPFANTEF2LMAE 2T 5 FT 0 A AEFSRY ATH A UL ER
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.6.2Java keytool #i-5¢
4.6.2.1 Resin ] * Java keytool #i-;' % % SSL G P ¢ ¢ * Iz fath % *
® 422 % %AW SSL &4k E T mykeystore.jks |
3 &7 g E A root.cer |
® 453 &3Fa¢ #E K, Tuca.cer
¥ $ B8 enip JR BB A [ server.cer |
k& & ¥ 53 %IDK%\bin 4T (TR &T P ik E) e

4.6.2.2 %k d + 1T (15 % root.cer - ¥ g uca.cer~ PIRERHE

server.cer)- — % » &4kt E -
4.6.2.2.1 %= » 25 7% root.cer

keytool -import -trustcacerts -alias root -file root.cer -keystore
mykeystore.jks

C:\Program Files\Java\jdkl.6.8_26\bin>keytool —import —trustcacerts —alias root

—file root.cer —keystore mykeystore.jks

To b SHEP T (4 F 0 B F Y RERE LR)

$-dic WP

v

-trustcacerts | i = & 3 Eenig FF4a

-alias RAAVEHES Lo p FALTE
file L r fUR B LA R TR E AT
-keystore keystore #h % #T B % PR R R E R 4 T

L B.é% g & Mig:] ~ keystore PN #&%] keystore g >

1 3 “'_"1 T
o ) =

e G g o Gl ~ Y £ & Enter TE o

ATHLARPERAERF AP EF2MA 2L EFFT 0 FASESRY ATH 2 AHE  HUSES
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.6.2.2.2 % » ¥ #53 uca.cer
keytool -import -trustcacerts -alias uca -file uca.cer -keystore
mykeystore.jks

C:\Program Files“Java\jdkl.6.8_26\bhin>keytool —import —trustcacerts —alias uca -
file uca.cer —keystore mykeystore.jks

-import gL & 4

-trustcacerts | & = 2 2 T g 48

-alias EREE T A R o B Rk S
-file LY MREREE L RTREE T
-keystore keystore #h % #T B /L% CHL R E R dp T

& ﬁ%l)\ keystore %75 -

4R r;&;’é‘.b 73 1 keystore ¥ | TR~z A o

TR ERRERERR AP RF LHA ARG FT B AEHS R ATH T G FUSER
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.6.2.2.3 = » PR E {7 server.cer

keytool -import -trustcacerts -alias keyname -file server.cer
-keystore mykeystore.jks

C:\Program Files\Java\jdkl.6.8_26\bin>keytool —import —trustcacerts —alias keyna
me —file server.cer —keystore mykeystore.jks

-import TG R4 4

-trustcacerts | & = & 3 )G F4h

-file LR PR RIEHILE LA FRTE R T
-keystore keystore #f & 7 B i 2 LA i @ wt e LS

:’,EFL ;&;’ﬁ‘.@*?ﬁb % % keystore P | TR~ = A o

= T?FR%? FHNRIIL > A REEE P .f:%f& Al %4: R
2o ARG R P B L K1 keystore ¢ -
kegtool §5i% ¢ java.lang.Exception: [HIFEHFHY/SFHEEEET keystore AT

ZERPIRBRENR LY FIL > &7 Keystore p e 4 E E B2 PR
55“& AL gy e ¥t A Bl CSR PRy 2 keystore 1% ~ /§
#ip L keystore £ F - B o

ATHLARPERAERF AP EF2MA 2L EFFT 0 FASESRY ATH 2 AHE  HUSES
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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4.6.2.3 % £ SSL

Resind.x |41 * |48 resin.xml | % z_SSL

Resin3.x |2 [Resin2.x|{] * [#1& resin.conf | % % % SSL

<jsse-ssl>
<key-store-type>jks</key-store-type>
<key-store-file>4.6.2.2 & 4.6.2.3 & & keystore(fh 2 RE#E ~ ¥ BBHEZ 7

R % & 3% )</key-store-file>

<password>keystore #% #</password>

</jsse-ssl>

# oo

<jsse-ssl>
<key-store-type>jks</key-store-type>
<key-store-file>mykeystore.jks</key-store-file>
<password>keystore #% #</password>

</jsse-ssl>

AFTHEERRBREUFTADTEF2HAE LI FT A ABEFART ATH A EAHE  FRASEY
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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AT & >/ RRIGHE
4.7.1 OpenSSL 5t
FH-A421F &AW SSL PIRE L4 45 F B FL PIREERE

ServerCert.crt 22 4.6.1.2 3 & & &2 G E P 1 X 23 AR
L 4.6.1.3 F &inscit %k 2T o

4.7.2 Java keytool i3t
4622 & 4223 F & keystore(p 711G - ¢ MEHEE FIRER

AR

EAL R I BRpER &R 4.6.24 F & kit X LTE o

AFRLARPRERBERPTANPEFLHAE  AGETGHT 0 A ABSFARY AFTE A2 A FUAER
XiEPHB AN o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
reproduced, or disclosed in whole or in part without prior written permission of TWCA.
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SSL PR % #c i+ 6 % Resin 3% 17 <

4.8 { #7ig ¥
48.1° 3 RN
:%_r?ﬁ‘ Lo @ € & SSL WPR B E I - SR R4 R
iz % g‘ DF e iEZ BEPNREERFT LT AP Rt
http:/www.twca.com.tw F ¢ 34 8 » H B 2 25 F v £ B RRRE
2P WV T SSLERLATY -
4.8.2 {37 =

FERA2I 46 FEHHY X KEE > TV 2 SSLIGE L AT

AFEHLLABERRERPTIPE G 2ME > 2
AiERHB AN F o

The information contained herein is the exclusive property of TWCA and shall not be distributed,
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